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FIPS 140-1 FIPS 140-2
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NIST CSE
AS 30% AS
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FIPS 140-1 FIPS 140-2
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FIPS 140-2 FIPS 140-1
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AS (AS1  FIPS 140-1 AS2
FIPS 140-2 ) TE VE
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140-2 FIPS 140-1
FIPS 140-2 FIPS 140-2
(Op X r
TE)
TE (X3 7y
(CRYPTIK
)
NIST CSE
FIPS 140-2
FIPS 140-2
NIST/CSE
b.
C.
d.
2 3
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FIPS 140-1 FIPS 140-2
2
4.
G.8.1-
Regression Testing Table
AS TE Security Level
1 2 3 4
Section 1 - Cryptographic Module Specification

AS01.03 TEO01.03.02 X X X X

Section 2 - Cryptographic Module Ports and Interfaces
AS02.06 TE02.06.02 X X X X
TE02.06.04 X X X X
AS02.13 TE02.13.03 X X X X
AS02.14 TE02.14.02 X X X X
AS02.16 TE02.16.02 X X
AS02.17 TE02.17.02 X X
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Section 3 - Roles, Services and Authentication

AS03.02 TE03.02.02 X X X X
TE03.02.03 X X X X
AS03.12 TEO03.12.03 X X X X
AS03.13 TEO03.13.02 X X X X
AS03.14 TEO03.14.02 X X X X
AS03.15 TEO03.15.02 X X X X
AS03.17 TE03.17.02 X
AS03.18 TE03.18.02 X
AS03.19 TE03.19.02 X X
TEO03.19.03 X X
AS03.21 TEO03.21.02 X X X X
AS03.22 TEO03.22.02 X X X
AS03.23 TEO03.23.02 X X X X
Section 4 - Finite State Model
AS04.03 TEO04.03.01 X X X X
AS04.05 TE04.05.08 X X X X
Section 5 - Physical Security
NONE
Section 6 - Operational Environment
AS06.05 TE06.05.01 X
AS06.06 TE06.06.01 X
AS06.07 TEO06.07.01 X X X X
AS06.08 TE06.08.02 X X X X
AS06.11 TE06.11.02 X X X
TEO06.11.03 X X X
AS06.12 TE06.12.02 X X X
TE06.12.03 X X X
AS06.13 TE06.13.02 X X X
TE06.13.03 X X X
AS06.14 TE06.14.02 X X X
TE06.14.03 X X X
AS06.15 TEO06.15.02 X X X
AS06.16 TE06.16.02 X X X
AS06.17 TE06.17.02 X X X
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AS06.22 TE06.22.02 X X
TE06.22.03 X X
AS06.24 TE06.24.02 X X
TE06.24.03 X X
AS06.25 TEO06.25.02 X X
Section 7 - Cryptographic Key Management
AS07.01 TEO07.01.02 X X X X
AS07.02 TEO07.02.02 X X X X
AS07.15 TEO07.15.02 X X X X
TEO07.15.03 X X X X
TEO07.15.04 X X X X
AS07.25 TEO07.25.02 X X X X
AS07.27 TEOQ07.27.02 X X X X
AS07.28 TEO07.28.02 X X X X
AS07.29 TEO07.29.02 X X X X
AS07.31 TE07.31.04 X X
AS07.39 TEO07.39.02 X X X X
AS07.41 TEO07.41.02 X X X X
Section 8 - EMI / EMC
As Required
Section 9 - Self Tests
AS09.04 TE09.04.03 X X X X
AS09.05 TE09.05.03 X X X X
AS09.09 TE09.09.02 X X X X
AS09.10 TE09.10.02 X X X X
AS09.12 TEQ09.12.02 X X X X
AS09.22 TEQ09.22.07 X X X X
AS09.35 TE09.35.05 X X X X
AS09.40 TE09.40.03 X X X X
TE09.40.04 X X X X
AS09.45 TE09.45.03 X X X X
AS09.46 TE09.46.03 X X X X
Section 10 - Design Assurance
AS10.03 TE10.03.02 X X X X

Section 11 - Mitigation of Other Attacks
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Appendix C - Cryptographic Module Security

Policy

As Required
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DES
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FIPS
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SSL
FIPS SSL
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1 TLS v1.0 SSL v3.1
2 SSL 3.0 SSL 3.0
SSL
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Antoine Joux SSL3.0
MD5
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IEEE 802.11i FIPS
NIST SP800-56
FIPS IEEE 802.11i
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a) FIPS 140-2 Annex D FIPS

b) IEEE 802.11i

2. IEEE 802.11i AES CCM
FIPS 140-2 Annex A FIPS

3. FIPS 140-2 IEEE
802.11i

Amendment 6 IEEE 802.11Medium Access Control (MAC) Security Enhancements, IEEE
P802.111/D10.0, April 2004. Section 8.5.1.2. Pairwise Key Hierarchy.
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