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1. SSL TLS

SSL  TLS

SSL SSL TLS

1.1. SSL 3.0
1.1.1. SSL

SSL Osil TCP/UDP

11 SSL TLS SSL
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Application Data Alert Handshake Change Cipher Spec
Record Layer Protocol

Record Layer Protocol

Application Data

Handshake
MAC
Change Cipher Spec
Record Layer CipherSpec SecurityParameters
Alert Alert
112
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1.1.2. CipherSpec SecurityParameters
CipherSpec TLS SecurityParameters SSL

MAC Handshake
MAC
CipherSpec  SecurityParameters 1.2.9

1.1.3. Record Layer
Record Layer 2
14 SSLPlaintext
SSLCompressed SSLCiphertext

1.1.3.1.
SSLPlaintext SSLCompressed SSLCiphertext
ProtocolVersion ContentType length fragment ProtocolVersion
ContentType

SSLPlaintext.fragment
SSLPlaintext.fragment Handshake

SSLCompressed.fragment SSLCompressed.fragment  Handshake
MAC MAC
SSLCiphertext.fragment length  SSLPlaintext
SSLCompressed SSLCiphertext fragment
MAC
Handshake MAC
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—~
N

A 4

SSLPlaintext
No
Yes
SSLPlaintext.fragment
A 4
I:I SSLCompressed <
MAC/ No
Yes
MAC
—block null
stream
Padding
A 4 A 4
A 4
> SSLCiphertext a
1.1.3.1. Record Layer MAC
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uinta «a opque [

SSLPlaintext TLS TLSPlaintext

struct {
uint8 major, minor;

} ProtocolVersion;

enum {
change_cipher_spec(20), alert(21), handshake(22),
application_data(23), (255)

} ContentType;

struct{

ContentType type,;

ProtocolVersion version;

uintl6 length;

opaque fragment[SSLPIlaintext.length]
} SSLPlaintext;

Record Layer type
version

SSL 3.0 3,0 TLS1.0 3,1

length 2
14 fragment

SSLCompressed TLS TLSCompressed

struct{
ContentType type; [* SSLPlaintext.type */
ProtocolVersion version; /* SSLPlaintext.version */

uintl6 length;
opaque fragment[SSLCompressed.length]

} SSLCompressed;
SSLPlaintext
SSLCompressed
type version SSLPlaintext length

11
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2 14 1024

fragment  SSLPlaintext.fragment fragment

14 alert decompression failure

Handshake

CompressionMethod.null

SSL  Draft TLS RFC
TLS RFC

SSLCiphertext TLS TLSCiphertext
struct{
ContentType type; [* SSLCompressed.type
ProtocolVersion version; [* SSLCompressed.version
uintl6 length;
select (CipherSpec.cipher_type){
case stream: GenericStreamCipher;
case block: GenericBlockCipher;
} fragment;
} SSLCiphertext;

SSLCompressed MAC SSLCiphertext
type version  SSLCompressedtext length 2 14
fragment
fragment SSLCompressed.fragment MAC
CipherSpec cipher_type hash_size
121
cipher_type null stream
Handshake fragment
stream-ciphered struct (
opaque content[SSLCompressed.length];
opaque MAC[CipherSpec.hash_size];

} GenericStreamCipher;

cipher_type  block content MAC
padding padding_length
fragment

12
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block-ciphered struct (
opaque content[SSLCompressed.length];
opaque MAC[CipherSpec.hash_size];
uint8 padding[GenericBlockCipher.padding_length];
uint8 padding_length;
} GenericBlockCipher;

content MAC block padding

13
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1.1.4. Handshake
Handshake

1.1.6

Handshake Protocol

Step 1 ‘ Client Hello
Step2
Certificate
Client Key Exchange
Step3 Certificate Verify
Change Cipher Spec
B Finished
Stepd

SSL

ChangeCipherSpec  Handshake

Client

Application Data

Server

A

1.1.4. SSL handshake protocol

14

A4

MAC

Server Hello

Certificate

Server Key Exchange
CertificateRequest

Server Hello Done

Change Cipher Spec

Finished
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Handshake

enum {

SSL

hello_request(0), client_hello(1), server_hello(2), certificate(11),

server_key exchange(12), certificate_request(13), server_hello_done(14),
certificate_verify(15), client_key _exchange(16), finished(20), (255)

} HandshakeType;

struct {

HandshakeType msg_type;
uint24 length;
select (HandshakeType) {

case
case
case
case
case
case
case
case
case
case
} body;
} Handshake;

msg_type

hello_request:
client_hello:
server_hello:
certificate:
server_key_exchange:
certificate_request:
server_hello_done:
certificate_verify:
client_key_exchange:
finished:

length

body

15
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ClientHello;
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Certificate;
ServerKeyExchange;
CertificateRequest;
ServerHelloDone;
CertificateVerify;
ClientKeyExchange;
Finished;
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HelloRequest

Handshake
Alert no_renegotiation
TLS HelloRequest
ClientHello
fatal Alert
struct { } HelloRequest;
ClientHello
ClientHello
HelloRequest ClientHello
ServerHello HelloRequest fatal
struct {
uint32 gmt_unix_time;
opaque random_bytes[28];
} Random;

opague SessionlD<0...32>;
uint8 CipherSuit[2]
struct {
ProtocolVersion client_version;
Random random;
SessionlD session_id;
CipherSuite cipher_suites<0...2"16-1>;

CompressionMethod compression_methods<0...278-1>;

} ClientHello;
client_version
SSL 3.0 30 TLS1.0 3,1
random UNIX 32
28
session_id ID

0x00

16
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cipher_suites session_id

compression_methods

CompressionMethod.null

compression_methods Draft RFC

ServerHello

ServerHello  ClientHello

ClientHello ClientHello
CipherSuite CompressionMethod ServerHello
session_id ClientHello
Alert handshake_failure
struct {

uint32 gmt_unix_time;
opaque random_bytes[28];

} Random;

opague SessionlD<0...32>;

uint8 CipherSuit[2]

struct {
ProtocolVersion server_version;
Random random;
SessionlD session_id;
CipherSuite cipher_suites;
CompressionMethod compression_methods;

} ClientHello;

server_version
random ClientHello.random
session_id ClientHello
ID

cipher_suites compression_methods ClientHello

17
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Certificate
cipher_suites
ServerHello
opaque ASN.1Cert<1...2724-1>,
struct {
ASN.1Cert certificate list<0...2724-1>;
} Certificate;

certificate _list
X.509v3

ServerKeyExchange
Certificate

ServerHello premaster_secret

SSL fortezza

enum {rsa, diffie_hellman, fortezza_kea } KeyExchangeAlgorithm;

struct {
opaque RSA_modulus<1...2716-1>;
opaque RSA_exponent<l1...2716-1>,

} ServerRSAParams;

struct {
opaque DH_p<1...2"16-1>;
opaque DH_g<1...2716-1>;
opaque DH_Ys<1...2716-1>;

} ServerDHParams;

struct {
opaque r_s[128];

} ServerFortezzaParams;

18
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struct {
select (KeyExchangeAlgorithm) {
case diffie_hellman:
ServerDHParams params;
Sighature signed_params;
case rsa:
ServerRSAParams params;
Sighature signed_params;
case fortezza kea:
ServerFortezzaParams params;
|3

} ServerKeyExchange;

params rsa diffie_hellman
fortezza
signed_params params
1.2.6

CertificateRequest
ServerKeyExchange
ServerCertificate
SSL
enum {
rsa_sign(1), dss_sign(2), rsa_fixed_dh(3), dss_fixed_dh(4),
rsa_ephemeral_dh(5), dss_ephemeral_dh(6),
fortezza_missi(20), (255)
} CertificateType;
opaque DistinguishedName<1...216-1>;
struct {
CertificateType certificate_types<1...28-1>;
DistinguishedName certificate_authorities<3...216-1>;

} CertificateRequest;

certificate_types

certificate_authorities DistinguishedName

19
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ServerHelloDone

ServerHello

struct { } ServerHelloDone;
Certificate

ServerHelloDone

CertificateRequest

Alert no_certificate

CertificateRequest

20

Certificate
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ClientKeyExchange
Certificate ServerHelloDone
premaster_secret
SSL
struct {
select (KeyExchangeAlgorithm) {
case rsa: EncryptedPreMasterSecret;
case diffie_hellman: ClientDiffieHellmanPublic;
case fortezza_kea: FortezzaKeys;
} exchage keys;
} ClientKeyExchange;

RSA:  struct{
ProtocolVersion client_version;
opaque randoml[46];
} PreMasterSecret;
struct {
public-key-encrypted PreMasterSecret pre_master_secret;
} EncryptedPreMasterSecret;
Diffie-Hellman:
enum {implicit, explicit} PublicValueEncoding;
struct {
select (PublicValueEncoding){
case implicit: struct { };

case explicit: opaque dh_Yc<1...2"16-1>;

} dh_public;
} ClientDiffieHellmanPublic;
Certificate
implicit explicit

21
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10 CertificateVerify
ClientHello

struct {
Signature signature;
} CertificateVerify;

signature 1.2.6,1.2.7.
11 Finished
ChangeCipherSpec
Handshake
1.2.8
1.1.5. Alert
Alert SSL TLS

enum {warning(1), fatal(2), (255)} AlertLevel,;
struct {
Alertlevel level,

AlertDescription description;

} Alert;
level Alert fatal
warning
description  Alert 1.2.10
close_notify

22
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1.1.6. ChangeCipherSpec
ChangeCipherSpec Handshake
Handshake
SecurityParameters
SSL TLS

struct {
enum {change_cipher_spec(1), (255)} type;

} ChangeCipherSpec;
change_cipher_spec

1.1.7. Application Data
Application Data

Record Layer

23
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1.2. SSL3.0 TLS1.0

SSL3.0SSL3.0 TLS1.0

1.2.1 SSL3.0
pre_master_secret Master_secret
key block Key_block
 ClientHello.random i
S .
L SeverHello.random i
OWF CTTTTTTTTTT T
pre_master_secter master_secter
OWF

MAC

client_ write. MAC _secret

server_write_ MAC_secret

client_write_key
key block

server_write_key

client_write_IV

non-export

server_write IV

L ™~
final_client_write_key cBC
exportable

i ClientHello.random E_/ final_server_write_key \1

client_write_IV

exportable

L| server_write_IV

CBC

1.2.1 SSL/TLS

24
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MAC CBC
non-export

u+n “XO R ”

1.2.1. MAC Message Authentication Code
SSL MAC = hash(MAC_write_secret + pad_2 +
hash(MAC_write_secret + pad_1 + seq_num +

SSLCompressed.type + SSLCompressed.length +
SSLCompressed.fragment))

TLS MAC = HMAC_hash(MAC_write_secret ,
seq_num + TLSCompressed.type +
TLSCompressed.version + TLSCompressed.length +
TLSCompressed.fragment))

[ ]

SSL TLS MAC Record Layer M
C
M C
SSL TLS MAC_write_secret
SSL  MAC NMAC
NMAC [27]
SSL MAC_ write_secret 1.2.3 key_block

write MAC secret

TLS RFC2104 HMAC HMAC NMAC
[27] HMAC
HMAC
birthday attack RFC
HMAC

HMAC _hash(secret , message) = hash(((secret + pad) XOR opad) +
hash (((secret + pad) XOR ipad) + message))
pad: secret

25
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ipad:  0x36
opad: 0x5C

26
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1.2.2. master_secret
SSL master_secret = MD5(pre_master_secret + SHA('A’' + pre_master_secret +
ClientHello.random + ServerHello.random)) +
MD5 (pre_master_secret + SHA('‘BB’ + pre_master_secret +
ClientHello.random + ServerHello.random)) +
MD5 (pre_master_secret + SHA(‘CCC’ + pre_master_secret +
ClientHello.random + ServerHello.random))
TLS master_secret = PRF(pre_master_secret , “master secret” ,
ClientHello.random + ServerHello.random)

[ ]

master_secret Handshake
SSL TLS pre_master_secret ClientHello.random ServerHello.random
48
SSL 3 A BB CCC MD5
SHA master_secret
TLS PRF 3 master secret
master_secret PRF

P_hash(a, b) = HMAC_hash(a, A(1) + b) + HMAC_hash(a, A(2) + b) +
A(0)=b
A(i) = HMAC_hash(a, A(i-1))
P_hash

P_hash PRF
PRF(secret, label , seed) = P_MD5(S1, label + seed) XOR
P_SHA(S2, label + seed)
secret = S1 + S2 S1  S2
TLS 48 PRF P_MD5 P_SHA
HMAC 3

27
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1.2.3. key_block
SSL key block = MD5(master_secret + SHA('A’ + master_secret +
ServerHello.random + ClientHello.random)) +
MD5(master_secret + SHA('‘BB’ + master_secret +
ServerHello.random + ClientHello.random)) +
MD5(master_secret + SHA('CCC’ + master_secret +
ServerHello.random + ClientHello.random))
TLS key block = PRF(master_secret , “key expansion”,
SecurityParameters.server_random +

SecurityParameters.client_random)

[ 1]
key block 6

client_write_ MAC_secret[CipherSpec.hash_size /
SecurityParameters.hash_size]
server_write_ MAC_secret[CipherSpec.hash_size /
SecurityParameters.hash_size]
client_write_key[CipherSpec.key_material /
SecurityParameters. key_material_length]
server_write_key[CipherSpec.key_material /
SecurityParameters. key_material_length]
client_write_IV[CipherSpec.lV_size] -- non-export

server_write_IV[CipherSpec.lV_size] --non-export

[] SSL TLS
CipherSpec - SecurityParameters key material — key material_length

SecurityParameters.1V_size 1.2.9
non-export cipher Exportable

1.2.5

key_block 6

key block

SSL  master_secret ServerHello.random ClientHello.random A BB
CCC MD5 SHA

key block

28
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TLS PRF master_secret SecurityParameters.server_random
SecurityParameters.client_random key expansion key block
1.2.4. final_client_write_key final_server_write_key

SSL final_client_write_key = MD5(client_write_key + ClientHello.random +
ServerHello.random)
final_server_write_key = MDb5(server_write_key + ServerHello.random +
ClientHello.random)
TLS final_client_write_key = PRF(client_write_key, “client write key”,
SecurityParameters.client_random +
SecurityParameters.server_random)
final_server_write_key = PRF(server_write_key , “server write key”,
SecurityParameters.client_random +

SecurityParameters.server_random)

exportable

final_client_write_key final_server_write_key

SSL client_write_key server_write_key ServerHello.random
ClientHello.random MD5
TLS PRF client_write_key server_write_key
SecurityParameters.server_random SecurityParameters.client_random client
write key server write key

29
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1.2.5. Exportable encryption algorithms client_write_IV
server_write IV
SSL client_write_IV = MD5(ClientHello.random + ServerHello.random)
server_write_IV = MD5(ServerHello.random + ClientHello.random)
TLS iv_block = PRF(*", “IV block”, SecurityParameters.client_random +
SecurityParameters.server_random)
iv_block = client_write IV + server_write IV
client_write IV, server_write_IV

SecurityParameters.lV_size

[ ]

Exportable encryption algorithms client_write_IV server_write_IV
key block v master_secret
v

non-export

SSL  ServerHello.random ClientHello.random MD5

TLS PRF SecurityParameters.server_random
SecurityParameters.client_random 1V block

PRF

30
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1.2.6. ServerKeyExchange Signature
SSL digitally-signed struct {
select (SignatureAlgorithm){
case anonymous: struct{};
case rsa:
opaque md5_hash[16];
opaque sha_hash[20];
case dsa:
opaque sha_hash[20];
|3
} Signature
TLS select (SignatureAlgorithm){
case anonymous: struct {};
case rsa:
digitally-signed struct {
opaque md5_hash[16];
opaque sha_hash[20];

|3
case dsa:
digitally-signed struct {
opaque sha_hash[20];
3
} Signature;
]
ServerKeyExchange

md5_hash = MD5(ClientHello.random + ServerHello.random +
ServerParams);

sha_hash = SHA(ClientHello.random + ServerHello.random +
ServerParams);

enum {anonymous, rsa, dsa} SignatureAlgorithm;

SSL digitally-signed anonymous

31
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TLS digitally-signed

anonymous

1.2.7. CertificateVerify
SSL CertificateVerify.signature.md5_hash
= MD5(master_secret + pad_2 +
MD5 (handshake_messages + master_secret + pad_1))
CertificateVerify.signature.sha_hash
= SHA(master_secret + pad_2 +
SHA(handshake_messages + master_secret + pad_1))
TLS CertificateVerify.signature.md5_hash = MD5(handshake_messages)
CertificateVerify.signature.sha_hash = SHA(handshake_messages)

[ ]

CertificateVerify 1.2.6 signature
ClientHello
CertificateVerify Handshake

handshake_messages

SSL  handshake_messages mastersecret pad_1 pad_2
TLS CertificateVerify
master_secret handshake_messages

32
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1.2.8. Finished
SSL struct {
opaque md5_hash[16];
opaque sha_hash[20];
} Finished;
md5_hash = MD5(master_secret + pad2 +
MD5 (handshake_messages + Sender + master_secret + padl))
sha_hash = SHA(master_secret + pad2 +
SHA(handshake_messages + Sender + master_secret + padl))
Sender = Sender.client
Sender.server
TLS struct {
opaque verify_data[12]
} Finished;
verify_data = PRF(master_secret, finished_label ,
MD5 (handshake_messages) + SHA(handshake_messages))
finished_label = “client finished”

“server finished”

[ ]

Finished ClientHello
Finished Handshake
handshake_messages
Finished
SSL 2 handshake_messages mastersecret Sender padl
pad2 TLS 1 handshake_messages

mastersecret finished_label

33
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1.2.9. CipherSpec SSL SecurityParameters TLS
SSL enum {stream, block} CipherType;
enum {true, false} IsExportable; /* Exportable */
enum {null, rc4, rc2, des, 3des, des40, fortezza } BulkCipherAlgorithm;
enum {null, md5, sha} MACAIgorithm;
struct {
BulkCipherAlgorithm bulk_cipher_algorithm;
MACAIgorithm mac_algorithm;
CipherType cipher_type;
IsExportable is_exportable;
uint8 hash_size;
uint8 key_material,
uint8 IV _size;

} CipherSpec;

TLS enum {null(0), (255)} CompressionMethod;
enum {server, client} ConnectionEnd;
enum {null, rc4, rc2, des, 3des, des40, idea} BulkCipherAlgorithm;
enum {stream, block} CipherType;

enum {true, false} IsExportable; [* Exportable */
enum {null, md5, sha} MACAIgorithm;
struct {

ConnectionEnd entity;
BulkCipherAlgorithm bulk_cipher_algorithm;
CipherType cipher_type;

uint8 key_size;

uint8 key_material_length;

IsExportable is_exportable;

MACAIgorithm mac_algorithm;

uint8 hash_size;

CompressionMethod compression_algorithm;
opgue master_secret[48];

opaque client_random[32];

opaque server_random

} SecurityParameters;

34
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[ 1]
CipherSpec  SecurityParameters SSL TLS
BulkCipherAlgorithm SSL fortezza
TLS fortezza TLS
IDEA idea
SSL key_material TLS key_material_length
1.2.3
TLS ConnectionEnd
SSL master_secret SSL
1.2.2 client_random server_random compression_algorithm
SSL ClientHello ServerHello random CompressionAlgorithm
SSL IV _size TLS TLS 1V _size

1.2.3

35
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1.2.10. Alert

unexpected_message(10), bad_record_mac(20), decompression_failure(30),

handshake_failure(40), illegal_parameter(47)
close_notify(0), bad_certificate(42), unsupported_certificate(43),

certificate_revoked(44), certificate_expired(45),

certificate_unknown(46) warning

SSL no_certificate(41l) warning fatal

TLS decryption_failed(21), record_overflow(22), unknown_ca(48),
access_denied(49), decode_error(50), export_restriction(60),

protocol_version(70), insufficient_security(71),

internal_error(80) fatal
no_renegotiation(100) warning
user_canceled(90) warning
decrypt_error(51) warning fatal
[ 1]
SSL TLS
Alert 115
warning fatal
1.1.5 AlertDescription
no_certificate TLS
AlertLevel fatal
warning
AlertLevel
AlertLevel Alert
warning

36
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1.2.11.
SSL Fortezza
IDEA
Protocol Version = 3.0
TLS Fortezza
IDEA
Protocol Version = 3.1
[ 1]
SSL  TLS
Fortezza  SSL TLS
IDEA SSL  Draft TLS RFC
1.2.9 Draft RFC
SSL IDEA
Apache-SSL
SSL IDEA
Protocol Version  SSL 3.0 TLS 31 Handshake

ClientHello ServerHello

37
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SSL

1.3. TLS
TLS 1.3.1
SSL3.0
1996
TLS extensions for
AttributeCertificate [
based authorization \
1999 T T .| 56-bit Export Cipher
TLSLO [T T T T L suites For 1is
Cipher Suites
Addition of
Kerberos Cipher
Suites to TLS
2000
\ 4
TLS Extension for
SEED and
v HAS-160
Wireless Extensions
to TLS
2001 Exten;i'ons —rs Addition ot MISTYT ECC cmrer
for OpenPGP keys to -vl'LIS Suites for TL'S
- T Addition of the NTRU Cioh
Using SRP for TLS . ! Ipher
e Camellia Encryption Suites for TLS
i Authentication i Algorithm to TLS i
TLS Delegation \ TLS 56-bit Export Cipher
Protocol Pathsec v Suites For TLS
. Protocol
TLS Extensions Kerberos Cipher
Suites in TLS
v
2002 AES Ciphersuites
A for TLS
1.3.1 TLS
TLS
TLS 2002 2
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1.3.1.

[draft-ietf-tls-extensions-02]
TLS Extensions

12001 12
TLS draft-ietf-tls-wireless-00
SSL OCSP(Online Certificate Status Protocol)
Client Hello

Server Hello

Client Hello

struct {
ProtocolVersion client_version;
Random random;
SessionlID session_id;
CipherSuite cipher_suites<2..2716-1>;
CompressionMethod compression_methods<1..2"8-1>;
Extension client_hello_extension_list<0..2716-1>;
} ClientHello;

Server Hello

struct {
ProtocolVersion server_version;
Random random;
SessionlID session_id;
CipherSuite cipher_suite;

CompressionMethod compression_method,;

39
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Extension server_hello_extension_list<0..2716-1>;

} ServerHello;

Hello Extension client_hello_

extension_list Extension server_hello_extension_list

struct {
ExtensionType extensionType;
opaque extension_data<0..2"16-1>;

} Extension;

Extension Type

enum {
server_name(0), max_fragment_size(1),
client_certificate_url(2), trusted_ca_keys(3),
truncated_hmac(4), status_request(5), (65535)
} ExtensionType;

CertificateURL
CertificateStatus 2 Handshake

enum {
hello_request(0), client_hello(1), server_hello(2),
certificate(11), server_key_exchange (12),
certificate_request(13), server_hello_done(14),
certificate_verify(15), client_key_exchange(16),
finished(20), certificate_url(21), certificate_status(22),

(255)
} HandshakeType;

struct {

HandshakeType msg_type; /* handshake type */
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SSL
uint24 length; /* bytes in message */
select (HandshakeType) {
case hello_request: HelloRequest;
case client_hello: ClientHello;
case server_hello: ServerHello;
case certificate: Certificate;
case server_key_exchange: ServerKeyExchange;
case certificate_request: CertificateRequest;
case server_hello_done: ServerHelloDone;
case certificate_verify: CertificateVerify;
case client_key_exchange: ClientKeyExchange;
case finished: Finished;
case certificate_url: CertificateURL;
case certificate_status: CertificateStatus;
} body;
} Handshake;
Server name Indication
client ServerName
Servername client hello Extension Type
server_name extension_data ServerNameL.ist
Server

struct {

NameType name_type;
select (name_type) {

case host_name: HostName;

}

} ServerName;
enum {
host_name(0), (255)
} NameType;

opaque HostName<1..2"16-1>;
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struct {
ServerName server_name_list<1..2°16-1>

} ServerNamelL.ist;

Maximum Fragment Size Negotiation

Client Hello

max_fragment_size extension_data

enum{
279(1), 27°10(2), 27~11(3), 2712(4), (255)

} MaxFragmentSize;

Client Certificate URLs

SSL

Extension Type

WPKI:Wireless PKI Client
Client Hello
Extension Type  client_certificate_url extension_data
Client Certificate CertificateURL
url Client CertificateURL
struct {
URLANdHash url_and_hash_list<1..27°16-1>;
} CertificateURL;
struct {
opaque URL<1..2716-1>;
CertHash certificate_hash;
} URLANndHash;
opaque CertHash<0..20>;
Trusted CA Indication
CA
Server Client Hello
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Extension Type  trusted_ca_keys extension_data

Server

struct {
TrustedAuthority trusted_authorities_list<0..2°16-1>;
} TrustedAuthorities;

struct {
IdentifierType identifier_type;
select (identifier_type) {
case pre_agreed: struct {};
case key_hash_sha: KeyHash;
case x509_name: DistinguishedName;
case cert_hash: CertHash;
} Identifier;
} TrustedAuthority;

enum { pre_agreed(0), key_hash_sha(1), x509_name(2), cert_hash(3),
(255)}
IdentifierType;
opaque DistinguishedName<1..2°16-1>;

opaque KeyHash[20];

Truncated HMAC

HMAC 80bit
Truncated HMAC Client Hello Extension Type
truncated_hmac extension_data
Certificate Status Request
Client OCSP Server
Server Client OCSP OCSP
Client Hello Extension Type  status_request
extension_data CertificateStatusRequest
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struct {
CertificateStatusType status_type;
select (status_type) {
case ocsp: OCSPStatusRequest;

}
} CertificateStatusRequest;

enum { ocsp(1), 255) } CertificateStatusType;

struct {
ResponderlID responder_id_list<0..2"16-1>;
Extensions request_extensions;

} OCSPStatusRequest;

opaque ResponderlD<1..2"16-1>;
opaque Extensions<0..2716-1>;

Server Server Hello Extension Type  status_request
extension_data Server Certificate
CertificateStatus CertificateStatus
struct {

CertificateStatusType status_type;
select (status_type) {
case ocsp: OCSPResponse ocsp_response;

}
} CertificateStatus;

opaque OCSPResponse<1..2724-1>;
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1.3.2.

[draft-ietf-tls-attr-cert-00]

TLS extensions for AttributeCertificate based authorization

21998 2
(Attribute Certificate)
TLS CertificateRequest ACRequest
CertificateResponse  ACInfo Attribute Certificate

[draft-ietf-tls-delegation-01]
TLS Delegation Protocol

12001 7

TLS (Proxy Certificate) Kerberos 5 forwardable ticket
(delegation) TLS
TLS Record layer TLS Delegation Protocol

[draft-ietf-tls-kerb-01]
Kerberos Cipher Suites in Transport Layer Security (TLS)

12000 1
Kerberos (delegation)
RFC2712 CertificateRequest
realm name forwarded ticket attribute
Certificate delegated credential Kerberos
KRB-CRED
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1.3.8.

[draft-ietf-tls-openpgp-01]
Extensions to TLS for OpenPGP keys

12001 3
OpenPGP
TLS Certificate
OpenPGP ID
cipher suites
CipherSuite TLS_PGP_DHE_DSS_WITH_CAST _CBC_SHA  ={0x01, 0x01 };
CipherSuite TLS_PGP_DHE_DSS_WITH_IDEA CBC_SHA  ={0x01, 0x02 };
CipherSuite TLS_PGP_DHE_DSS WITH_3DES_EDE_CBC_SHA ={0x01, 0x03 };
CipherSuite TLS_PGP_DHE_DSS_WITH_CAST_CBC_RMD = { 0x01, 0x04 };
CipherSuite TLS_PGP_DHE_DSS_WITH_IDEA_CBC_RMD = { 0x01, 0x05 };
CipherSuite TLS_PGP_DHE_DSS_WITH_3DES_EDE_CBC_RMD = { 0x01, 0x06 };
CipherSuite TLS_PGP_DHE_RSA_WITH_CAST _CBC_SHA  ={0x01, 0x10 };
CipherSuite TLS_PGP_RSA_WITH_CAST_CBC_SHA ={0x01, 0x20 };
CipherSuite TLS_PGP_RSA_WITH_IDEA_CBC_SHA = {0x01, 0x21 };
CipherSuite TLS_PGP_RSA_WITH_3DES_EDE_CBC_SHA ={0x01, 0x22 };
CipherSuite TLS_PGP_RSA_WITH_CAST_CBC_RMD = { 0x01, 0x23 };
CipherSuite TLS_PGP_RSA_WITH_IDEA_CBC_RMD = { 0x01, 0x24 };
CipherSuite TLS_PGP_RSA WITH_3DES_EDE_CBC_RMD ={ 0x01, 0x25 };
CipherSuite TLS_PGP_DSA_WITH_NULL_SHA = { 0x01, OxFO };
[draft-ietf-tls-srp-01]
Using SRP for TLS Authentication
12001 6
SRP(Secure Remote Password) TLS
1D/
TLS Client Hello
MD Server Hello MD
SRP pre-master cipher suites
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CipherSuite TLS_SRP_WITH_3DES_EDE_CBC_SHA = {0x00,0x5B };

CipherSuite TLS_SRP_WITH_RC4_128 SHA = { 0x00,0x5C };

CipherSuite TLS_SRP_WITH_IDEA_CBC_SHA = { 0x00,0x5D };

CipherSuite TLS_SRP_WITH_3DES_EDE_CBC_MD5 = { 0x00,0x5E };

CipherSuite TLS_SRP_WITH_RC4_128_MD5 = { 0x00,0x5F };

CipherSuite TLS_SRP_WITH_IDEA_CBC_MD5 = { 0x00,0x60 };
1.3.4.

[draft-ietf-tls-56-bit-ciphersuites-01]
56-bit Export Cipher Suites For TLS

12001 7
56 cipher suites TLS
draft-ietf-tls-56-bit-ciphersuites-00 cipher
suites cipher suites

CipherSuite TLS_RSA_EXPORT1024 WITH_DES_CBC_SHA = { 0x00,0x62 };
CipherSuite TLS_RSA_EXPORT1024 WITH_RC4 56 SHA = { 0x00,0x64 };
CipherSuite TLS_DHE_DSS_EXPORT1024_WITH_DES_CBC_SHA = { 0x00,0x63 };
CipherSuite TLS_DHE_DSS_EXPORT1024 WITH_RC4_56_SHA ={0x00,0x65 };
CipherSuite TLS_DHE_DSS_WITH_RC4_128 SHA = { 0x00,0x66 };

[draft-ietf-tls-seedhas-00]
TLS Extension for SEED and HAS-160

:2000 7
TTA SEED HAS-160 TLS
cipher suites cipher suites
CipherSuite TLS_RSA_WITH_SEED_CBC_MD5 = { 0x00, 0x2C };
CipherSuite TLS_RSA_ WITH_SEED_CBC_SHA = { 0x00, 0x2D };
CipherSuite TLS_RSA WITH_SEED_CBC_HAS160 = { 0x00, Ox2E };
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[draft-ietf-tls-misty1-01]
Addition of MISTY1 to TLS

;2001 3
MISTY1 TLS cipher suites cipher
suites
CipherSuite TLS_RSA_WITH_MISTY1 CBC_SHA = { 0x00,0x3B };
CipherSuite TLS DH_DSS WITH_MISTY1 CBC_SHA = { 0x00,0x3C };
CipherSuite TLS_DH_RSA WITH_MISTY1l CBC_SHA = { 0x00,0x3D };
CipherSuite TLS_ DHE_DSS WITH_MISTY1 CBC_SHA = { 0x00,0x3E };
CipherSuite TLS DHE_RSA WITH_MISTY1 CBC_SHA = { 0x00,0x3F };
CipherSuite TLS_DH_anon_WITH_MISTY1 CBC_SHA = { 0x00,0x40 };

[draft-ietf-tls-camellia-01]
Addition of the Camellia Encryption Algorithm to TLS
12001 5

NTT Camellia TLS cipher suites

cipher suites

CipherSuite TLS_RSA_WITH_CAMELLIA 128 CBC_SHA  ={ 0x00,0x41 };
CipherSuite TLS_DH_DSS WITH_CAMELLIA_128 CBC_SHA ={0x00,0x42 };
CipherSuite TLS DH_RSA WITH_CAMELLIA_128 CBC_SHA ={0x00,0x43 };
CipherSuite TLS_DHE_DSS_WITH_CAMELLIA_128 CBC_SHA = { 0x00,0x44 };
CipherSuite TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHA = { 0x00,0x45 };
CipherSuite TLS_DH_anon_WITH_CAMELLIA_128 CBC_SHA ={0x00,0x46 };
CipherSuite TLS_RSA_WITH_CAMELLIA 256 CBC_SHA  ={ 0x00,0x47 };
CipherSuite TLS_DH_DSS _WITH_CAMELLIA_256 CBC_SHA ={0x00,0x48 };
CipherSuite TLS_ DH_RSA_WITH_CAMELLIA 256 CBC_SHA = { 0x00,0x49 };
CipherSuite TLS_DHE_DSS WITH_CAMELLIA 256 CBC_SHA = {0x00,0x4A }:;
CipherSuite TLS_DHE_RSA_WITH_CAMELLIA_256 CBC_SHA = {0x00,0x4B };
CipherSuite TLS DH_anon_WITH_CAMELLIA_256_CBC_SHA = {0x00,0x4C };
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[draft-ietf-tls-ciphersuite-06]
AES Ciphersuites for TLS
12002 1

DES AES(Advanced Encryption Standard) TLS cipher suites

cipher suites

CipherSuite TLS_RSA_ WITH_AES_128 CBC_SHA = {0x00, Ox2F };
CipherSuite TLS_DH_DSS_WITH_AES_128 CBC_SHA ={0x00, 0x30 };
CipherSuite TLS_ DH_RSA WITH_AES_ 128 CBC_SHA ={0x00, 0x31 };
CipherSuite TLS_DHE_DSS_WITH_AES_128 CBC_SHA ={0x00, 0x32 };
CipherSuite TLS_DHE_RSA_WITH_AES_128 CBC_SHA ={0x00, 0x33 };
CipherSuite TLS_DH_anon_WITH_AES_ 128 CBC_SHA = {0x00, 0x34 }
CipherSuite TLS_RSA_WITH_AES_256_CBC_SHA  ={0x00, 0x35 };
CipherSuite TLS_DH_DSS_WITH_AES_256_CBC_SHA ={0x00, 0x36 };
CipherSuite TLS_DH_RSA_WITH_AES_256_CBC_SHA ={0x00, 0x37 };
CipherSuite TLS_DHE_DSS_WITH_AES_256_CBC_SHA = {0x00, 0x38 };
CipherSuite TLS_DHE_RSA_WITH_AES_256_CBC_SHA ={ 0x00, 0x39 };
CipherSuite TLS_DH_anon_WITH_AES 256 CBC_SHA = {0x00, Ox3A };

[draft-ietf-tls-ecc-01]
ECC Cipher Suites for TLS

12001 3
(Elliptic Curve Cryptography:ECC) ECDSA (ECDH)
TLS cipher suites cipher suites
CipherSuite TLS_ECDH_ECDSA_WITH_NULL_SHA = { 0x00, 0x47 }
CipherSuite TLS_ECDH_ECDSA_WITH_RC4_128 SHA = { 0x00, 0x48 }
CipherSuite TLS_ECDH_ECDSA_WITH_DES_CBC_SHA = { 0x00, 0x49 }

CipherSuite TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA = { 0x00, Ox4A }
CipherSuite TLS_ ECDH_ECDSA WITH_AES_128 CBC_SHA  ={ 0x00, 0x4B }
CipherSuite TLS_ECDH_ECDSA WITH_AES 256 CBC_SHA = { 0x00, 0x4C }
CipherSuite TLS_ECDH_ECDSA_EXPORT WITH_RC4 40 SHA ={0x00, 0x4B }
CipherSuite TLS_ECDH_ECDSA_EXPORT WITH_RC4 56_SHA ={0x00, 0x4C }
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CipherSuite TLS_ ECDH_RSA_WITH_NULL_SHA = { 0x00, 0x4D }
CipherSuite TLS_ECDH_RSA_WITH_RC4_128 SHA = { 0x00, OX4E }
CipherSuite TLS_ ECDH_RSA_WITH_DES_CBC_SHA = { 0x00, Ox4F }
CipherSuite TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA  ={ 0x00, 0x50 }

CipherSuite TLS_ ECDH_RSA_WITH_AES_128 CBC_SHA = { 0x00, 0x51 }
CipherSuite TLS_ECDH_RSA WITH_AES_256_CBC_SHA = { 0x00, 0x52 }
CipherSuite TLS_ECDH_RSA_EXPORT WITH_RC4 40 SHA  ={0x00, 0x53}
CipherSuite TLS_ECDH_RSA_EXPORT WITH_RC4 56 _SHA  ={0x00, 0x54 }
CipherSuite TLS_ECDH_anon_NULL_WITH_SHA = { 0x00, 0x55}
CipherSuite TLS_ECDH_anon_WITH_RC4_128 SHA = { 0x00, 0x56 }

CipherSuite TLS_ECDH_anon_WITH_DES_CBC_SHA = { 0x00, 0x57 }

CipherSuite TLS ECDH_anon_WITH_3DES_EDE_CBC_SHA = { 0x00, 0x58 }

CipherSuite TLS_ECDH_anon_EXPORT WITH_DES40 CBC_SHA = { 0x00, 0x59 }
CipherSuite TLS_ECDH_anon_EXPORT _WITH_RC4_40 SHA  ={0x00, OX5A }

[draft-ietf-tls-ntru-00]
NTRU Cipher Suites for TLS

22001 7
NTRU NSS
TLS cipher suites
Cipher suites

CipherSuite TLS_NTRU_NSS WITH_RC4_128 SHA = { 0x00, 0x61 }
CipherSuite TLS_NTRU_NSS WITH_3DES_EDE_CBC_SHA = { 0x00, 0x62 }
CipherSuite TLS_NTRU_NSS WITH_AES_128 CBC_SHA = { 0x00, 0x63 }
CipherSuite TLS_NTRU_NSS WITH_AES 256 CBC_SHA = {0x00, 0x64 }
CipherSuite TLS_NTRU_RSA WITH_RC4_128 SHA = { 0x00, 0x65 }
CipherSuite TLS_NTRU_RSA_WITH_3DES_EDE_CBC_SHA = {0x00, 0x66 }
CipherSuite TLS_NTRU_RSA_WITH_AES 128 CBC_SHA = {0x00, 0x67 }
CipherSuite TLS_NTRU_RSA_WITH_AES 256 CBC_SHA  ={0x00, 0x68 }
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1.3.5.

[draft-ietf-tls-pathsec-00]
TLS Pathsec Protocol
;2001 9

TLS 3

router

Server Hello  Pathsec Alert

51
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2. SSL

SSL

man-in-the-middle

SSL
SSL/TLS
2.1.
2.1.1. DSA
2000 11 IEEE P1363 working group

Bleichenbacher DSA

DSA
Annex flaw

flaw

operation 2764

DSA DH
Flaw
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SSL

DSA

Bleichenbacher

Bell Lab

(uniform)
DSS
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DSS(FIPS186-2) Annex.3 k G(t,c)
G Sha-1 DES 160bit
k
k = G(t,c) mod q
g 160bit G 160bit ( [0.. g-1]
) k
FIPS186-2 Change Noticel
X m
[ ]
Algorithm:

Step 1. Choose a secret initial value for the seed-key, KKEY .
Step 2. In hexadecimal notation let
t = EFCDAB89 98BADCFE 10325476 C3D2E1F0 67452301.
Thisisacyclic shift of the initial value for Ho || H1 || H2 || H3 || Ha in the SHS.
Step 3. Forj=0tom-1do
a k = G(t,KKEY) mad g.
b. Compute kj-1 = k-1 mod q.
c. Compute rj = (g« mod p) mod q.
d. KKEY = (1 + KKEY + k) mod 2».
Step 4. Suppose Mo, ... , Mm-1 are the next m messages. Forj =0tom- 1 do
a Let h = SHA-1(M)).
b. Let 5= (kj-1(h + xrj)) mod q.
c. The signature for Mj is (1;,9).
Step5.Let  t=h
Step 6. Go to step 3.

[ ]
Step 1. Choose a secret initial value for the seed-key, KKEY .
Step 2. In hexadecimal notation let
t = EFCDAB89 98BADCFE 10325476 C3D2E1F0 67452301.
Thisisacyclic shift of the initial value for Ho || H1 || Hz2 || H3 || Ha in the SHS.
Step 3. Forj=0tom- 1do
31Fori=0toldo
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a wi = G(t, KKEY)
b. KKEY = (1 + KKEY + wi) mod 2»
3.2k =(w]wi) modg
3.3 Compute kj-1=k-1 mod q
3.4 Compute rj = (gk mod p) mod g
Step 4. Suppose Mo, ..., Mm-1 are the next m messages. For j =0tom- 1 do
a Let h=SHA-1(M)).
b. Let 5= (kj-1(h +xrj)) mod q
c. The signature for Mj is(rj, §).
Step5.Let t=h
Step 6. Go to step 3.

2.1.2. PKCS#1

1998 CRYPTO98 Bleichenbacher
PKCS#1v1.5 [24] RSA
PKCS#1.5
million message attack
Plaintext aware padding OAEP
PKCS#1v2.0

PKCS#1v1.5 RSA

EB == 00 || BlockType || PadString |] 00 || Data

BlockType 02, PadString k byte Data

RSA
¢ = (EB)™e mod n
SSL RSA

54



2002/01/28

c" = c*r*e mod n
172716 c”
00 02 stuff
"stuff"

2.1.3. PKCS#1 v.2.00AEP

SSL

CRYPTO2001 Manger PKCS v2.0
[21] PKCS#1 v2.0 RSA
RSAES-OAEP
OAEP
Bleichenbacher
v1.5 RSA 1024bit key
RSA 2048bit key
RSA
v2.1
RSAES-OAEP RSA
OAEP integrity
n n
octet 00~
RSA
OAEP RSA
OAEP
RSA oracle
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c m=c~d (mod n) f f~e c(mod n)
oracle Oracle RSA f
m f m
oracle f oracle
m

Hash 4[ HASH ]7 Parameter

Seed Hash Padding Secret
}w [ MGF ] /€
Mask1 Mask?2
[ MGF ]
00 Plaintext
RSA
Ciphertext

2.1.3.1 RSAES-OAEP Decording
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2.2.

SSL3.0

2.2.1. Man-in-the-middle attack

SsL (1) ()
1) (@

Man-in-the-middle

2.2.2. Replay attack

SS

temporary RSA key

(i) RSA
RSA
RSA
ClientHello.random replay
(ii) Diffie-Hellman
Diffie-Hellman
DSS RSA
parameter ephemeral Diffie-Hellman
parameter  hello.random
HMAC
replay

57

SSL

3)

server key exchage
Temporary RSA key
DSS

fixed Diffie- Hellman parameter

temporary Diffie-Hellman

Temporary Diffie —Hellman
replay
paramater
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2.2.3. Version rollback attack
SSL3.0

Version
PKCS#1 block type 2 message padding

2.2.4. Ciphersuite rollback attack

hello

SSL3.0

master_secret

SSL
SSL2.0
3.0 non-random
ENCRYPTED- KEY- DATA
ciphersuite
ciphersuite

SSL2.0

change cipher spec, alert message
HMAC

finished

2.2.5. Key-exchange algorithm rollback attack

server key exchange

RSA

[client hello:]
1. - SSL_RSA_
1. - SSL_DHE_RSA_

[server hello:]
2. S-M SSL_DHE_RSA_
2. M-C SSL_RSA

58

KeyExchangeAlgorithm
man-in-the-middle attack

ephemeral Diffie-Hellman

pre_master_secret
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[server key exchange:]
3. S-M {p,g,y}Ks
3. M-C {p,g,y}Ks
[Client key exchange:]
4. C-
4 =

ks mod p
g*x mod p

2.2.6. Cut-and-paste attack

hostname

hostname

IPSec
SSL3.0

2.2.7. Short-block attack

Bellovin

byte

ACK

IPSec

SSL

g mod p pre_master_secret
finished
ciphertext
hostname
DNS lookup
[26]
[26]
TCP
28 SSL3.0
ACK
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2.2.8. Dropping the change cipher spec message

change cipher spec finished

finished
Change cipher spec
null
master_secret
S M {3

1. C-M [change cipher spec]

2. C- [finished:]{a}k

2. M- [finished:]a
- [change cipher spec]
- [finished:[{a}k

4, - [finished:]a

5. - {m}k

5. - m

“

Client Server

TLS

2.2.9. Attack against finished messages

finished master_secret
finished
finished adhoc-MAC
“ " ciphersuite

master_secret
master_secret
adhoc-MAC HMAC

60

SSL
cipher spec
cipher spec
ciphersuite *“ ”
C

MAC

” ciphersuite

master_secret
MAC
finished
finished
TLS

master_secret
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2.2.10. Traffic analysis

IP URL html
SSL
Traffic
analysis
URL html

2.2.11. Attack against a resuming session
ClientHello.randam, ServerHello.randam master_secret
MAC master_secret
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2.3.

2.3.1. Interner Explorer HTTPS certificate attack
Internet Explorer HTTPS SSL

Bypassing Warning For Invalid SSL Certificates In Internet Explorer

Microsoft Internet Explorer 4.0
Microsoft Internet Explorer5.0

Microsoft Internet Explorer6.0

CA
Internet Explorer
SSL
HTML HTTPS
HTTP HTTPS < img src =

“  https://hogehoge.co. jp/whatever.gif “ width=1 height=1 >

GET HTTPS

SSL
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2.3.2. Bypassing Warnings For Invalid SSL Certificates In Netscape Navigator

Netscape Navigator

Netscape
Netscape
Netscape
Netscape
Netscape
Netscape
Netscape
Netscape
Netscape

Netscape

Communicator 4.0
Communicator4.05
Communicator4.06
Communicator4.07
Communicator4.5

Communicator4.51
Communicator4.6

Communicator4.61
Communicator 4.7

Communicator, 4.72

Netscape Navigator

IP
HTTPS
DNS

SSL

SSL
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2.3.3. Multiple Vendor SSL Certificate Validation Vulnerability
SSL

Links Links0.96
University of Kansas Lynx2.7
University of Kansas Lynx 2.8

University of Kansas Lynx 2.84

W3M W3M 0.1.3
W3M W3m 0.1.4
W3M W3M 0.1.6
W3M W3M 0.1.7
W3M W3Mm 0.1.8
W3M W3M 0.1.9
W3M W3M 0.1.9
W3M W3M 0.1.10
W3M W3M 0.2

W3M W3M 0.2.1
W3M W3M 0.2.2
W3M W3M 0.2.3

W3M, Lynx, Links SSL

man-in-the-middle attack
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2.3.4. RSA BSAFE SSL-J Authentication Bypass Vulnerability
RSA BSAFE SSL-J

Cisco iCDN 2.0
RSA Security BSAFE SSL-J SDK 3.0

+ Cisco iCDN 2.0
RSA Security BSAFE SSL-J SDK 3.0.1
RSA Security BSAFE SSL-J SDK 3.1
Cisco iCDN 2.0.1

SSL

RSABSAFE  RSA
BSAFE-J SSL
SSL

RSA BSAFE-J3.x SSL

handshake
ID
SSL
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2.3.5. OpenSSL PRNG Internal State Disclosure Vulnerability
OpenSSL PRNG

OpenSSL
OpenSSL
OpenSSL
OpenSSL
OpenSSL
OpenSSL
OpenSSL

Project OpenSSL 0.9.1c
Project OpenSSL 0.9.2b
Project OpenSSL 0.9.3
Project OpenSSL 0.9.4
Project OpenSSL 0.9.5

SSL

Project OpenSSL 0.9.6 - Frederik Vermeulen QMail tls.patch

Project OpenSSL 0.9.6

SSLeay SSLeay 0.8.1
SSLeay SSLeay 0.9
SSLeay SSLeay 0.9.1

SSL
OpenSSL
SSL OpenSSL
lbyte  PRNG
PRNG ‘
‘ state’ © md’
160bit ‘ state “ md’
©omd’ ‘ state’
© md’ PRNG
‘ state PRNG
brute-force
© md’ ©omd’ * state’
PRGN
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2.3.6. Microsoft IE SSL Spoofing Vulnerability

(Internet Explorer  SSL

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

Internet

Internet Explorer
Internet Explorer
Internet Explorer
Internet Explorer
Internet Explorer

Internet Explorer

Explorer

JavaScript

5.01
5.0.1SP1
5.0.1SP2
5.5
5.55P1
5.55P2

SSL

)
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2.3.7. Netscape Communicator Inconsistent SSL Certificate Warning Vulnerability

(Netscape Communicator SSL )

Netscape Communicator 4.0
Netscape Communicator 4.5
Netscape Communicator 4.5.1
Netscape Communicator 4.6
Netscape Communicator 4.6.1
Netscape Communicator 4.7
Netscape Communicator 4.7.2
Netscape Communicator 4.7.3
Netscape Navigator SSL

Netscape Navigator
“ hostname does not match name in certificate"

continue”

Netscape 1P

68



2002/01/28 SSL

2.3.8. OpenSSL Unseeded Random Number Generator Vulnerability
(OpenSSL  seed )

OpenSSL Project OpenSSL 0.9.1c
OpenSSL Project OpenSSL 0.9.2b
OpenSSL Project OpenSSL 0.9.3
OpenSSL Project OpenSSL 0.9.4
OpenSSL Project OpenSSL 0.9.5

SSL seed
OpenSSL SSL/TLS handshake
SSL_connect() seed
gmail
tls.patch seed
SSL_connect() seed
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2.3.9. IS/ Site Server Multithread SSL Vulnerability
(1ss SSL )

Microsoft 11S 4.0
+ Cisco Building Broadband Service Manager 5.0
+ Cisco Call Manger 1.0,2.0,3.0
+ Cisco ICS 7750
+ Cisco IP/VC 3540
+ Cisco Unity Server 2.0,2.2,2.3,2.4
+ Cisco uOne 1.0,2.0,3.0,4.0
+ Microsoft BackOffice 4.0,4.5
+ Microsoft Windows NT 4.0 Option Pack
Microsoft Site Server Commerce Edition 3.0
- Microsoft 11S 4.0
- Microsoft Windows NT 4.0
Microsoft Site Server Commerce Edition 3.0
+ Microsoft BackOffice 4.0,4.5
+ Microsoft Commercial Internet System 2.0

+ Microsoft Site Server Commerce Edition 3.0

11S4  SSL ISAPI
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2.3.10. NT IIS SSL DoS Vulnerability
(NT 1S SSL DoS )

Microsoft 11S 3.0

- Microsoft Windows NT 4.0

- Microsoft Windows NT 4.0SP1,SP2,SP3,SP4,SP5,SP6,SP6a
Microsoft 11S 4.0

+ Cisco Building Broadband Service Manager 5.0

+ Cisco Call Manger 1.0,2.0,3.0

+ Cisco ICS 7750

+ Cisco IP/VC 3540

+ Cisco Unity Server 2.0,2.2,2.3,2.4

+ Cisco uOne 1.0,2.0,3.0,4.0

+ Microsoft BackOffice 4.0,4.5

+ Microsoft Windows NT 4.0 Option Pack

NT SSL 1S  DoS
1S SSL
URL “ http’ * https’
https
CPU 100%
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2.3.11. Netscape Navigater SSL seed

Netscape Navigator 1.1
Netscape Navigator2.0

1996 lan Goldberg David Wagner Netscape
Navigator  SSL challenge-data  secret
seed pid ppid
seed seed challenge message

NG_CreateContext(){

(seconds, microseconds) = time of day;

/* Time elapsed since 1970

*/

pid = process ID; ppid = parent process ID;

a = mklcpr(microseconds);

b = mklcpr(pid + seconds + (ppid << 12));

seed = MD5(a, b);
}
mklcpr(x)
/* not cryptographical ly significant; shown for completeness
*/{

return ((OxDEECE66D * x + Ox2BBB62DC) >> 1);

}

2.3.11.1. Seed
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RNG_GenerateRandomBytes()
X = MD5(seed);
seed = seed + 1;
return x;
global variable challenge, secret key;
create_key()
RNG_CreateContext();
tmp = RNG_GenerateRandomBytes();
tmp = RNG_GenerateRandomBytes();
challenge = RNG_GenerateRandomBytes();
secret_key = RNG_GenerateRandomBytes();
2.3.11.2. Challenge message
Netscape Navigator
time daytime tcpdump pid,ppid
(1076
seed
Netscape Navigator
brute force seed
20bit pid,ppid  15bit (pid+(ppid<<12)) 27bit
47bit 128bit
ppid  X-windows 1
ppid 1 pid
pid ppid
sendmail pid message-ID
pid Netcape Navigator pid
MS-DOS pid ppid seed
seed
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2.4.

SSL

Web Apache SSL mod_ssl
od_ssl OpenSSL
Internet
Explorer Netscape Navigator

Internet Explorer5.5 Netscape Navigator 4.7.x

24.1.

SSL
mod_ssl

SSL CertificateFile filename , SSLCertificateKeyFile filename  Server Certificate

Chain SSL CertificateChainFile filename
CA
SSLCACertificatePath directory , SSLCACertificateFile filename CRL
SSLCARevocationPath directory

SSLCARevocationFile filename

PEM

CRL
CRL CA
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2.4.2. RandomSEED

mod_ssl

SEED

SSLRandomSeed context source [bytes]

SEED

SEED
source  SEED
builtin CPU

file:/path/to/source

/dev/urandom

/dev/random

/dev/random

exec:/path/to/program

truerand

2.4.3.

mod_ssl

OpenSSL startup

/dev/urandom

SEED

builtin

SSL

file:/dev/(u)random

master secret

75

SSL
context
SSL connect
/dev/random
AT&T
TCP
1D
SSL
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Server Hello

erver Key Exchange*
tificate Request™*
Server Hello Done

 »

Client Certificate*

W

— _—
- -

Client Hello

Server Hello

Change Cipher Spec

Change Cipher Spec

SecC.

20

2431

300

24 60x 60x 24

20

[trace] OpenSSL.:

Netscape

mod_ssl

TCP
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handshakeprotocol

mod_ssl

SSLSessionCacheTimeout

300

Netscape4.7
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Apache TCP

[26/Jan/2002 16:43:31 31029] [trace] OpenSSL: Handshake: start
31029

[26/Jan/2002 16:43:31 31029] [trace] OpenSSL: Loop: before/accept initialization

[26/Jan/2002 16:43:31 31029] [trace] OpenSSL: Loop: SSLv3 read client hello A

[26/Jan/2002 16:43:31 31029] [trace] OpenSSL: Loop: SSLv3 write server hello A

[26/Jan/2002 16:43:31 31029] [trace] OpenSSL: Loop: SSLv3 write certificate A

[26/Jan/2002 16:43:31 31029] [trace] OpenSSL: Loop: SSLv3 write server done A

[26/Jan/2002 16:43:31 31029] [trace] OpenSSL: Loop: SSLv3 flush data

[26/Jan/2002 16:43:32 31029] [trace] OpenSSL: Loop: SSLv3 read client key exchange A

[26/Jan/2002 16:43:32 31029] [trace] OpenSSL: Loop: SSLv3 read finished A

[26/Jan/2002 16:43:32 31029] [trace] OpenSSL: Loop: SSLv3 write change cipher spec A

[26/Jan/2002 16:43:32 31029] [trace] OpenSSL: Loop: SSLv3 write finished A

[26/Jan/2002 16:43:32 31029] [trace] OpenSSL: Loop: SSLv3 flush data

31029

[26/Jan/2002 16:43:32 31029] [trace] Inter-Process Session Cache (SHVHT) Expiry: old: 1, new: 1,

removed: 0

[26/Jan/2002 16:43:32 31029] [trace] Inter-Process Session Cache: request=SET status=0K

10=90983E9F361B0998DAB68B563E996F47A1A9B7FEBBA093106F0BAC2B1B4ASCBO timeout=20s (session caching)
ID  90983E9F361B0998DAB68B563E996F4

TA1A9B7F6BBA093106FOBAC2B1B4A5CBO 20

[26/Jan/2002 16:43:32 31029] [trace] OpenSSL: Handshake: done

[26/Jan/2002 16:43:42 31030] [trace] OpenSSL: Handshake: start
31030 21029

[26/Jan/2002 16:43:42 31030] [trace] OpenSSL: Loop: before/accept initialization

[26/Jan/2002 16:43:42 31030] [trace] Inter-Process Session Cache (SHVHT) Expiry: old: 1, new: 1,
removed: 0

[26/Jan/2002 16:43:42 31030] [trace] Inter-Process Session Cache: request=GET status=FOUND
1d=90983E9F361B0998DAB68B563E996F47A1A9B7F6BBA093106FOBAC2B1B4ASCBO (Ssession reuse)

[26/Jan/2002 16:43:42 31030] [trace] OpenSSL: Loop: SSLv3 read client hello A

[26/Jan/2002 16:43:42 31030] [trace] OpenSSL: Loop: SSLv3 write server hello A

[26/Jan/2002 16:43:42 31030] [trace] OpenSSL: Loop: SSLv3 write change cipher spec A
[26/Jan/2002 16:43:42 31030] [trace] OpenSSL: Loop: SSLv3 write finished A

[26/Jan/2002 16:43:42 31030] [trace] OpenSSL: Loop: SSLv3 flush data

[26/Jan/2002 16:43:42 31031] [trace] OpenSSL: Handshake: start

[26/Jan/2002 16:43:42 31031] [trace] OpenSSL: Loop: before/accept initialization

[26/Jan/2002 16:43:42 31032] [trace] OpenSSL: Handshake: start

[26/Jan/2002 16:43:42 31032] [trace] OpenSSL: Loop: before/accept initialization

[26/Jan/2002 16:43:42 31031] [trace] Inter-Process Session Cache (SHVHT) Expiry: old: 1, new: 1,
removed: 0

[26/Jan/2002 16:43:42 31031] [trace] Inter-Process Session Cache: request=CGET status=FOUND
10d=90983E9F361B0998DA868B563E996F47A1A9B7F6BBA093106FOBAC2B1B4ASCBO (Session reuse)

[26/Jan/2002 16:43:42 31031] [trace] OpenSSL: Loop: SSLv3 read client hello A

[26/Jan/2002 16:43:42 31031] [trace] OpenSSL: Loop: SSLv3 write server hello A

[26/Jan/2002 16:43:42 31031] [trace] OpenSSL: Loop: SSLv3 write change cipher spec A
[26/Jan/2002 16:43:42 31031] [trace] OpenSSL: Loop: SSLv3 write finished A

[26/Jan/2002 16:43:42 31031] [trace] OpenSSL: Loop: SSLv3 flush data

[26/Jan/2002 16:43:42 31032] [trace] Inter-Process Session Cache (SHVHT) Expiry: old: 1, new: 1,
removed: 0

[26/Jan/2002 16:43:42 31032] [trace] Inter-Process Session Cache: request=GET status=FOUND
1d=90983E9F361B0998DA868B563E996F47A1A9B7F6BBA093106FOBAC2B1B4A5CBO (Session reuse)

[26/Jan/2002 16:43:42 31032] [trace] OpenSSL: Loop: SSLv3 read client hello A

[26/Jan/2002 16:43:42 31032] [trace] OpenSSL: Loop: SSLv3 write server hello A

[26/Jan/2002 16:43:42 31032] [trace] OpenSSL: Loop: SSLv3 write change cipher spec A
[26/Jan/2002 16:43:42 31032] [trace] OpenSSL: Loop: SSLv3 write finished A

[26/Jan/2002 16:43:42 31032] [trace] OpenSSL: Loop: SSLv3 flush data

[26/Jan/2002 16:43:42 31030] [trace] OpenSSL: Loop: SSLv3 read finished A
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16:43:42
16:43:42
16:43:42
16:43:42
16:43:52

[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002 16:43:52
[26/Jan/2002 16:43:52
[26/Jan/2002 16:43:52
31033

[26/Jan/2002 16:43:52
[26/Jan/2002 16:43:52
[26/Jan/2002 16:43:52
[26/Jan/2002 16:43:52
removed: 1

16:43:31 20
[26/Jan/2002 16:43:52 31033] [trace]

31031]
31031]
31032]
31032]
31030]
31031]
31031]
31033]

31033]
31034]
31034]

[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002
[26/Jan/2002

16:43
16:43:
16:43
16:43:
16:43:
16:43:
16:43:
16:43

[26/Jan/2002 16:43:52 31033] [trace]

[26/Jan/2002 16:43:42 31030] [trace] OpenSSL:

[trace] OpenSSL:
[trace] OpenSSL:
[trace] OpenSSL:
[trace] OpenSSL:
[trace] OpenSSL:
[trace] OpenSSL:
[trace] OpenSSL:
[trace] OpenSSL:

[trace] OpenSSL:
[trace] OpenSSL:
[trace] OpenSSL:
31033] [trace] Inter-Process Session Cache (SHWHT) Expiry: old: 1, new: O,

Inter-Process Session Cache:
1d=90983E9F361B0998DA868B563E996F47A1A9B7F6BBA093106FOBAC2B1BAASCBO (session renewal)
1D90983E9F361B0998DA868B563E996F47A1A9B7F6BBA093106FOBAC2B1B4A5CB0O

16:43:52 31033] [trace] OpenSSL:
16:43:52 31033] [trace] OpenSSL:
:52 31033] [trace] OpenSSL:
52 31033] [trace] OpenSSL:
:52 31033] [trace] OpenSSL:
52 31033] [trace] OpenSSL:
52 31034] [trace] OpenSSL:
52 31033] [trace] OpenSSL:
52 31033] [trace] OpenSSL:
:52 31033] [trace] OpenSSL:
[26/Jan/2002 16:43:52 31033] [trace] OpenSSL:

Inter-Process Session Cache:
1d=618E12DABDF6296COF742F1006C6836E1FA564CCA5225430ABF3329A4A0247CA timeout=20s (session caching)

618E12DABDF6296COF742F 1006C6836E1FAS64CCA5225430ABF3329A4A0247CA
[26/Jan/2002 16:43:52 31033] [trace] OpenSSL:

Handshake: done

Loop: SSLv3 read finished A

Handshake: done

Loop: SSLv3 read finished A

Handshake: done

Read: SSL negotiation finished successfully
Read: SSL negotiation finished successfully
Write: SSL negotiation finished successfully
Handshake: start

Loop: before/accept initialization
Handshake: start
Loop: before/accept initialization

request=CET status=MISSED

SSLv3 read client hello A

SSLv3 write server hello A

SSLv3 write certificate A

SSLv3 write server done A

SSLv3 flush data

SSLv3 read client key exchange A
SSLv3 read client key exchange A
SSLv3 read finished A

SSLv3 write change cipher spec A
SSLv3 write finished A

SSLv3 flush data

Loop:
Loop:
Loop:
Loop:
Loop:
Loop:
Loop:
Loop:
Loop:
Loop:
Loop:

request=SET status=0K
ID

20
Handshake: done

2432SSL

244,

Version 3.0, TLS Version1.0

SSLProtocol

TLS>SSL3.0>SSL2.0

PCT SSL2.0 SSL3.0 TLS1.0
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SSL2.0 SSL3.0
Netscape Navigator 4.7.x SSLv2.0 SSLv3.0
SSLv2.0 SSLv3.0
SSL 2.0
SSL
SSL3.0 SSL2.0
2.4.5.
mod-ssl
SSLCipherSuite RSA DHwithRSA
DHwithDSS Ephemeral DH NULL RSA DSS DH
NULL DES 3DES RC4 RC2 IDEA MD5 SHAl1 SHA
CipherSuite Aliases ADH Anonymous DH
NULL LOW 128bit
MEDIUM 128bit HIGH 168bit
3DES ADH
NULL
Internet Explorer5.5
Fortezza
Netscape Navigator 4.7.x SSLv2.0 SSLv3.0
SSLv2.0 SSLv3.0
128bit
traffic analysis attack
RC4
2.4.6.
mod_ssl
SSL VerifyClient level intermediate certificate issuer
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SSLVerifyDepth number SSLVerifyClient

none

optional

require

optional_no_ca

none require
optional optional_no_ca SSL VerifyClient
level level
1
CA
CA CA
mod_ssl CRL OCSP CRL 241
CRL
CRL CRL
Ineternet Explorer
Microsft
CA
CRL OCSP
CRL
OCSP CRL
Netscape Navigator Ineternet Explorer
CRL
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OCSsP Internet Explorer
Netscape6.x CRL OCSP

2.4.7.
SSL mod_ssl
SSLLog filename
2.4.8.
Explorer5.5 /
Netscape Navigator 4.7.3
/
2.4.9.
SSL
SSLOptions [+]option
CGl/sslI
CompatEnvVars, ExportCertData X509
Authorization FakeBasicAuth

StrictRequire
OptRenegotiate

81

SSLLogLevel level

none

Internet

mod_ssl

StdEnvVars,
HTTP Basic
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3.

3.1.

2.2 SSL/TLS stream cipher
Traffic Analysis Attack

SSL/TLS Web SSL/TLS
SSL/TLS SSL/TLS
URL  https:// URL
URL URL
SSL/TLS Web
Stream cipher URL
URL
URL

Cipher suites
random padding

life time
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