Specification of Cryptographic Technique
PC-MAC-AES

NEC Corporation



Contents

Contents

1 Design Criteria

2 Specification
2.1 Notations . . . . . o o o e e e
2.2 Basic Functions . . . . . . . . ..
2.3 Overall Structure . . . . . . . . . . e
2.4  Key Schedule . . . . . . . e
2.5 Tag Generation . . . . . . . . . . e
2.6  Tag Verification . . . . . . . . . L
2.7 Version Information . . . . . . . . . ..

3 Recommended Usage



1 Design Criteria 2

1 Design Criteria

This documents specifies a message authentication code (MAC) called PC-MAC-AES.

PC-MAC-AES is a deterministic MAC function, i.e. it does not need an initial vector such as a
counter. It is based on AES [3], however, unlike usual block cipher modes of operation it uses a 4-round
version of AES in addition to the full AES. With this it enables about 1.4 to 2.5 times (1.4 to 2.0 within
the recommended parameters) faster operation than usual MAC mode, e.g., CBC-MAC, using AES.
Similar ideas can be seen in previous proposals, for instance alpha-MACI7] and Pelican[8]. However,
unlike alpha-MAC and Pelican PC-MAC-AES uses a sub key scheduling for 4-round AES to retain the
provable security. L.e., it is proved that if AES is secure then PC-MAC-AES is also secure. The overall
procedure is simple. It is similar to CBC-MAC, where AES encryption is periodically substituted with a
4-round AES. Its implementation is almost as easy as CBC-MAC-AES, since it does not need any special
algebraic operation such as multiplication over GF(2!?8). In addition, the finalization is done with the
second 128-bit key in a similar manner to TMAC[13] and CMAC. Thanks to this finalization we remove
redundant AES invocations possibly caused with the use of unoptimized message padding. This can be
beneficial in particular for short messages.

2 Specification

2.1 Notations
We will use the following notations. A binary string is expressed by big endian.

|z| : the bit length of a binary string, =

|| : concatenation of binary strings

@ : exclusive-or operation

x < 1: one bit logical left shift of z (i.e. if z = z1||z2 ... [|[z,0zi| = 1, z < 1 = xafa3]| ... 2,,]|0)
msb(z) : the most significant bit (MSB) of z

0° : a sequence of s 0s. When s = 0 it means an empty string, i.e., Jc||00 =z

[i] : 128-bit representation of a nonnegative integer 4, e.g., [2] = 00...10.

Throughout this document we use the word “AES” to mean the 128-bit key version of AES.

2.2 Basic Functions
We define the basic functions.

M : a message of any bit length

T : tag used for authentication

K : 128-bit key of AES

L : secondary 128-bit key

d : order (a parameter of PC-MAC-AES, positive integer)

7 : bit length of tag T

Ex : AES encryption function using 128-bit key, K

Gy : 4-round AES function with 384-bit key, U. Here the first round sub key is all-zero, the
second is UMW, the third is U®), and the fourth is U®). See Fig. 1 for reference.
cut,(x) : the first w bits of x, where 1 < 7w < |z

mul2(z) : multiply-by-two operation defined over the finite field GF(2!28), defined as

mul2(z) = r<1 if msb(z) =0
] (z < 1) @ (0129)]10000111)  otherwise
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Fig. 1 4-round AES function Gy

e pad(x) : a padding function for z with |z| < 128, defined as

a(x) x if |[x| = 128
aal(r) =
P Z||1]]0128-171=1if |z| < 128.

2.3 Overall Structure

This section describes the overall structure of the MAC function PC-MAC-AES. It consists of AES
and its 4-round version. PC-MAC-AES is a deterministic MAC, which means that it does not need
any initial vector such as a counter. The key of PC-MAC-AES consists of the 128-bit key of AES, K,
and an independent 128-bit key, L. Thus PC-MAC-AES’s key length is 256 bits. PC-MAC-AES has
two parameters, the tag length, 7, and d, a positive integer called order. In fact 7 can be any integer
satisfying 1 < 7w < 128, however we recommend 7w > 64 for security. Also we recommend d to be an
integer from 1 to 5 for implementation.

The 4-round AES function is denoted by Gy, where 384-bit U = (UM ||UP||U®)) is the key (see
Section 2.2). When z is given to Gy, it omits the first round sub key addition, and performs SubBytes,
ShiftRows, MixColumns, and AddRoundKey for three times, and finally performs SubBytes, ShiftRows,
MixColumns (see reference [3] for the details of these functions). As described, U is the second round
sub key, U is the third, and U®) is the fourth. We use PC-MAC-AES(, 4) to denote PC-MAC-AES
having parameters m and d. If we omit the notation of 7 (e.g. PC-MAC-AES ), we implicitly assume
m = 128. Moreover, if d and 7 are not needed to be specified or clear from contexts, we simply write
PC-MAC-AES.

PC-MAC-AES, 4) needs a key schedule (a preprocessing) called KEYScH using AES. After KEYSCH,
PC-MAC-AES . 4) can process a message of any length*! to generate the authentication tag (we will
simply call it tag hereafter). The procedure of tag generation is called TAGGEN, which accepts a message,
M, and generates a 7-bit tag, T. Then the pair (M,T') will be sent to the receiver. The receiver confirms

*1 The current specification does not support the empty string, an input of length 0.
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if the sent message is authentic or not, using the verification procedure, TAGVER. It accepts (M, T), 7,
and d to produce a binary output, where 1 indicates the acceptance (i.e. the sent message is authentic)
and 0 indicates the rejection (i.e. the sent message is not authentic). In the following, we describe the
detail of each procedure.

2.4 Key Schedule

Key schedule KEYSCH produces a string of 384 - d + 128 - (d — 1) bits using AES. KEYSCH works as
follows. First we produce d keys of 4-round AES function Gy . Here, we compute

Ex(Le [0)[IEx (L& Q). .. [[Ex (L ® [3d — 1]) (1)
and partition it into 384-bit sequences (i.e. three blocks) from the first. That is, for i = 1,...,d we
use U; = (Ex (L@ 3(i — 1)), Ex(L® [3(i — 1)+ 1]), Ex (L @ [3(i — 1) + 2])) as U; which denotes the
i-th key of 4-round AES function Gy. Then we compute d — 1 128-bit supplementary keys, denoted by
Kxer, ... K30, as

Ki" = Ex(L® [3d]), K3 = Ex(L® [3d + 1]),..., K% = Ex(L @ [4d — 2)). (2)

Here, if d = 1 there is no need to compute a supplementary key and KEYSCH only produces a 384-bit
key, Ul.
A concrete description of KEYSCH is written in Algorithm 2.1.

Algorithm 2.1: KEYScH(d, K, L)

fort—1tod

U — Ex(L® 33— 1))
4o U® — Ex(L®[33i—1)+1])

UP — Ex(Le[3(i—1)+2)
U; — U U o
for j—1tod—1
do K¥* — Ex(L® [3d +j — 1))
return (U, Us, ..., Uq, K7, K3°%, ..., K3°)

2.5 Tag Generation

After KEYSCH, we invoke TAGGEN for a message of any bit length, M, to produce 7-bit tag T. For-
mally, a TAGGEN’s input consists of d, w, K, L, M, and an output of KEYSCH, i.e., Uy,...,Uy and
Kior, ..., K%, . The core components of TAGGEN are the AES encryption function Ex, Gy,, and Ggi
for i =2,...,d, defined as

Gy, (z) = Gy, (K] @ )
We first partition M into 128-bit strings from the first, denoted by M, My, ..., M,,. Note that
M = My ||Ms|| ... My—1||My, and for i =1,...,m — 1 we have |M;| =128, 1 < |M,,| < 128.
Next, we define Ch function (which is slightly different from a function of the same name defined in

[14]) as

Ch[Fl, ceey mel](M) = pad(Mm) ©® mel(Mmfl D meg(. . FQ(MQ D Fl(Ml)) e ),
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where F; is a keyed function of 128-bit inputs and outputs. It is defined as

Flainy(i-1+1 = Br, Farnyi-n+2 = Guy, Flasyi-1+3 = GG, -+ Flas1)i—1)+a+1 = G,

fori=1,...,d.
Tag generation TAGGEN for M is done by first computing a 128-bit string, h, as

h=Ch[Fy,..., Fp_1](My||Ms]| ... [|Mm—1|pad(Mnm)),
and then computing the n-bit tag T" as

T— cut, (Ex(mul2(L) @ h)) if |z,| = 128
| cutr (Ex(mul2(mul2(L)) @ R)) if |z,,| < 128.

Concrete procedure of TAGGEN is described in Algorithm 2.2. Here, we omit the notation of
Ui, ..., Uq, K77, ..., K}°| from inputs of TAGGEN.

Algorithm 2.2: TAGGEN(d, 7, K, L, M)

Partition M into My, Mo, ..., M,,
ifm=1
then h < pad(M;)
s (128
fori—1tom-—1
w + (i—1) mod (d+ 1)
ifw=0
else then s — Fx(s® M;)
do .
else if w=1
then s — Gy, (s ® M;)
else s — Gy, (s ® KX & M;)
h «— s ®pad(M,,)
if |M,,| mod 128 =0
then h — mul2(L) & h
else h «— mul2(mul2(L)) ® h
T «— cut,(Ek(h))
return (7))

For reference the operation of TAGGEN is depicted in Figs.2 and 3.

2.6 Tag Verification

Tag verification TAGVER is as the same as the standard case of deterministic MAC function. That is,
TAGVER invokes KEYSCH as a preprocessing and on receiving a message-tag pair, (M',T"), gives it to
TAGGEN (with 7 and d) and compares the output of TAGGEN with T”. If they are the same, TAGVER
decides M’ to be authentic and outputs 1. Otherwise, TAGVER decides M’ to not be authentic and
outputs 0. As well as TAGGEN, it KEYSCH as a preprocessing and its input consists of d,w, K, L, M,
and Uy,...,Uq, K5, ..., K%, and the received tag, T. The procedure is in Algorithm 2.3. Here we
omit the notation of Uy, ..., Uq, K7, ..., K% from inputs of TAGVER and TAGGEN.

2.7 Version Information

The difference between PC-MAC-AES defined in this document and PC-MAC defined in the reference
[14], which we call “original” PC-MAC. The primal difference is that, original PC-MAC was designed to
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Fig. 3 Tag generation of PC-MAC-AES 1252y (Top : the case |M7| = 128, bottom : the case |M7| < 128)

Algorithm 2.3: TAGVER(d, 7, K, L, M,T)

T" — TAGGEN(d, 7, K,L, M)
itT=1

then return (1)

else return (0)

be used with not only AES but also any (iterated) block cipher with a specification of the reduced-round
version. In reference [14] it was proposed that original PC-MAC could be instantiated with AES and a
“simplified” 4-round AES function obtained by omitting the last ShiftRows and MixColumns functions.
However, we specify PC-MAC-AES without this omission. The reason is that such a “simplification” can
complicate the implementation when ShiftRows and MixColumns are jointly computed with SubBytes
by a table look up. Such implementation is typical in software. Note that ShiftRows and MixColumns
are linear, thus the cost of these operations are quite small for both hardware and software.

In general a change in the underlying component of a MAC function can change the security. However,
the security proof of original PC-MAC with simplified 4-round AES [14] can be applied to PC-MAC-AES
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too. This is because the security proof of PC-MAC-AES only depends on the security of AES and the
differential probability of 4-round AES, and that post-processing of linear functions does not change the
differential probability. For details, see the self-evaluation report [1].

Finally, we allow the final tag truncation to m bits, as shorter tag is sometimes required in practice.
The effect of this change is also described in the self-evaluation report.

3 Recommended Usage

PC-MAC-AES is considered to be useful for relatively small hardwares or for software with small mem-
ory. Moreover, it works fine for software under multiple platforms (such as Java) and platforms with a
dedicated AES functionality, for instance AES-NI[2]. In addition, the ease of implementation and per-
formance prediction is an advantage of PC-MAC-AES over MAC functions based on a special function
independent of AES.
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