IRE BB

A b — LHBES KCipher-2
(ft#%E 1.2 hR)

KDDI # &4t

1.2 hix

20173 H31H

ML DIBIE
TED4DDEER, Y7 LI RAXROEHEEZELLGLRTE72DDEDTH 5.
1) FSR-A Jx ' FSR-B iZB W T, TNEZNFH 4 FH»SHE0FKH, H10FH
MOEOBZHDMEIZ, LIAXDMEMNY 7 ML TWKL.
DABIUPBDEHZRIZBWT, HUOELNIEBLOELD 1 DRIOEHITH 5.
NEMFE I ZHDOLVIYAX, HAUXE G+ D) BHDOLIYZAZDIETH 5.

TR—=

0 Aniv1 = A (i=0,1,2,3) > Appip1 = Airinn (i=0,1,2,3)

W%l £ 1281) % FSR-A O (i + 1) LY A X DM (Ayieny) D5, B e+ 1) 12815
FSR-A D i LY AR (Apsny+i) IARAZTNS.

TR=

®Biiv1 =By (i=0,1,...,9) = Byiv1 = Biv1(i =0, 1,...,9)

%) 1 123513 % FSR-B O (i + 1) LY AR DA (Byyery) 5, Wl (t+ 1) 12813
FSR-B D& i LY AR (Byr1ysi) ITIRA T NS

9R—:

OA]'_H' :Aj+i—l (l = 0,1,2, 3) _>Aj+i :Aj+i (l = 0,1,2,3)

Rl (j— 1) 12815 FSR-A D (i + 1) L Y AR DB (Aj-1y+i+1)) DY, R j
123515 FSRA D i LY AX (Aj) ICRAZ NS,

9=

.Bj+i = Bj+i—1 (iZO,l,...,g) _)Bj+i:Bj+i (iIO,l,...,g)

%I (j— 1) 1281 5 FSR-B D (i + 1) LY A X DHE (B(j—1)sisny) B, WA j
BB FSR-BDH i LY AX (Bjy) ITRAINS.

F Do
4R=Y, 5=V

o Bt IHA - BEHZ HA

LIFR2010 2 H 1 H [FHELOEIE
TR=T
oKl — Ky

1.0 i%|2009 4 11 H 30 H|@kx Y VU — A




2 KDDI #k &4
1 ELC®IC

AXETIE, A MY — LS EFLECEZTKCipher-2 D% Bl 3 5. KCipher-2 %, 128 '
kN DA (initial key) &, 128 €' s D#IHIRZ )L (initial vector) @ 2 DDMAIL72 /8T A X% A S
EUTHTDAMN)—LEETHD. AXEHFLUTOLS TIN5,

55 2 HiTl, KCipher-2 D%FHEEHZDWTHEHIZTTS. FBIH T, AXBICBVWTHHAT S HS
DEF, B L KCipher-2 7V TV XLNFHO T — X iEiEEHHT 5. HFH4HiicB\WTIE, KCipher-2
DR ERS L CBEEBIZOWTEHIL, % 5 8ii28 W T KCipher-2 DU AT v T2RF. X 51T,
KCipher-2 DEZETFIEIZDOWTHE 6 Hilc TR S, HLIZ, 57 HilZ B\ T KCipher-2 Offi f 5112
DWTHRARB & & H1Z, 55 8 #ii2 T KCipher-2 DR HEFIZOWTHNT 5.

2 BErHE

AHiTIX, KCipher-2 DF%EFHEHZDWTHIAT 5.

BEARWIR AN — LGB OREHEL LT, BT 14— RNy 7Y 7 h LY A& (Linear Feedback
Shift Register (LFSR)) & FEAREBARCE A U, BOELBUVERSR L 3 2 FIELEIT 6D, TR
TIHEMIEREEZFAL, 12, L I3EHD LFSR ZIEEMICEMEX Y S (2 ay Z§lf#) 2 b)) —
LEBSEFET S, 2ay 7z AWZREFRNLRANY =452 LT, GSMIZAHWLNTWS
AS 2ZEIFBZ N TES.

BHE, AN —LAESICBIT5 20y 2L 1, LESR O8I - E1kOflf 2175 D, EHEOD
LFSR O 1 2 FEFIZHIR T E 5, HDHWIEHEFIK 2 2 EKkT 5. LFSR O 1 2 #ik, H5H\0»
MBI 256, EI NS LFSR OB FET 2720, KRR ZIT-oTWD LIXE R R,
vy MM TIEAR L, 7— NEN TP Z TS LFSR 2 HH\WT, HAoHmBIz X5 270y 7§l b
V=L 2R L7z E, 20y ZHlfNc & D RESHRELMANPEE LI LIZRS. ¥y NEAT
Do\ 7 HIEBEREIZ X5 LFSR DL Y A X FHIZOWTH, LI AXIZDOWTIZ Yy 7 Hilf
MENEIC & 2121F, AR THD L EX5. —H, /RO 7oy ZHITEL 3R 2D, &
A FIVIIZLFSRD 7+ — RNy VA ZEETLEK 7 « — RNy ZHlfHllL, LFSR Z X—Z &
LA MY —AESOEFa Y T4 /KD -D, IRNRFETHS. A MY — LS MICKEY([1]
ey MBI TEIET S LFSR D27y Z il e UC, 87« — RNy ZHlfllz T W\Wb.
% 7z, POMARANCH]2] {% Cascade Jump fl[{HI5R 5L ifi# 2 LFSR D 7 « — RN &7 B O il
WT, BT 4 — RNy 282 EEL TW\W5.

KCipher-2 1%, 7 — REAID LFSR 2 RX— A& U/-m@dE R B8ifE2 Alge & Ldi s, RN
74— RNy ZHIEEICERT 2E50wWeXa VT 2 EHTEH5A MY — AR5 THS. KCipher-2
AERD LFSR X, SNOW2.0[3] L [FHkIZ, 32 ¥y bV — NENTOWMEA2ITFS. ZTOLFSR TlX, A
[BAK GF(2*?) LR EBEE LTR27 4 — Ry ZEBBPHWO NG, ANDPRBE REINS
ZXIiZkY, - REANTOHEBEWITONDZ LD, —/RINZ, ZORBUIZT 1 — RNy 2B
DEIAZ AL 725 X S ITEIRI 5. KCipher-2 1, WEBIZ2 DD LFSR 249 5. KCipher-2 T
X, BT 4 — RNy ZHIEEAS, —HDLESR DL Y 2 X% HWTHGDLFSR D7 4 — KXy
IO EEBNICEIEELZLI2&D, 7= REMNTORMPIZIEFAAMEZ 5L TW5. R
BRI A HIEFIE, fRE2HAWEZZ Oy ZHlEBR RS L ERT, 5k - H5DAE—R
WZHZ BB IEFITNS L, RNBRTFIETHDILLEZS. ANIC, #BIN70— RNy ZHlHE 1
7274 —= RNy 7EBDOH % RT.

_ 10,1} {0,1} {0,1}
Stva = @y Strb DA St D @y T St



A Y — L5 KCipher-2 (f1:A%E 1.2 kK 3

ZZT, {0, 1HIEN T « — RNy ZHIEIIC K D EIREI NS, AXETIE, BT« — Koy 2 Hil{#
HIZEOHEENZT = RN 2T MLV RAR%E, (BT 4+ — KXy 727 b LY A& (Dynamic
Feedback Shift Register (DFSR))] & WEZ. BT + — RNy ZHIfHIFEZHWS Z &2k b, WEL
VAR RN IRDEENE R 720, BAFOM 4 Ot 2 NEHIZ S5 Z EAHEETH 57217 Tl
%<, RRADOBWEFEIBANRFELZLEZOND.

KCipher-2 {%, Pentium 4 (23T 4.97 cycle/byte DRI ERRMIEZEH L TH O, BiESY A
MZHBMEINZA M) —LAESTIVIT) XL EFAFEU EOWREEZ AT 5. £7, KCipher-2 IZX9 5
2256 IR OFHRETHETTE 2 ARNRKBEFIRIIREINTVRY. -5 T, KCipher-2 (X555
DAMIFEEHINZA N —LKST7 VT XL A% EOZeE2E3 5. K2, KCipher-2 I
SNOW 2.0 12513 2 BWEEA D[P % B U THEF S N7z728, SNOW 2.0 (Zxf U CHEHAEETH - 7=
K% (Algebraic Attack &% UF Distinguishing Attack) 7%, KCipher-2 (ZIZ#H$ 5 Z &R TSR\, M E
DZ & h 5, KCipher-2 I3HMEH Y A MK I NZA MY — A7)V T Y XL & RG ORI
PAHTHE VRS, B, HEMZIHMIIZOWTIRECIHMEEZ RS N0,

3 HfE

3.1 EBEDES

vy b Z & OHAAIEHREEFT (Exclusive-OR (XOR))
B 32y MNEHOME
0x 16 EHERROTVL T 1w 7 A
GFQ2") 2" fHDEZFE % EHELAERRIAK
>n RV MNLIZRRIZBIFErnEY NGV T b
<n REYMLIYZRRIZBIFErEY NEYT b

3.2 KCipher2 7 3) ALIZHE T BT —91#EE

KCipher-2 IZBF B HAD T — X ¥ 1 XiL32 8y b THS. KCipher-2 7 )V TV XALTIE, Ev b N
4 N DIEF X big-endian 126> . IS, AIHIHE X OCUHIRZ MUY b - N1 Ml LTEZS
NnizGE, R EL) Ey b N MEYET— RO EAME Y b - 31 b (Most Significant Bit/Byte
(MSB)) & 72 5.

4 WKER B

AFTIE, BT« — RNy ZHIHEENZE T2 A MY —LKS 7L 3 X L KCipher-2 ORERLE S -
BBUZ DWW TEHR T 5. KCipher-2 D7V 3V X L1E, M I1IRT L5112, UTFTOBEZRTHEBINS.

- ¥ 714 — RFK\v o> 7 LY AX (Linear Feedback Shift Register (LFSR)) FSR-A 8 X U&7 1 —
RNy 737 kLY XX (Dynamic Feedback Shift Register, DFSR) FSR-B 12 5 i%5 7 «+ — KXw &
¥ 7 kLY AR (Feedback Shift Register, FSR) ¥

- 4DODANEL Y AR, R1,R2,L1,12, %A 5L

- BN 7 1 — NNy 2 ilERR

%7z, KCipher-2 W THHINZL YV ARXDY A XL, £T3REY NTHS.
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>
1

F [T T

A
Iy

Non-Linear Function

Zﬂtl z'}i

Keystream (64bits)

Y

Fig. 1. KCipher-2 7L 3V X L {5

41 T74—RNY I TRLIRYER - BIBT 4 — R/ ZHIEIER

FSR-A, FSR-Bl, TNFN5L IR, 11 VLIARTHEEINS. ZZTREFRBLIER ® +x7 +
WO+x+1eGFQx)DRET S, 72, 131 bDEyY % (v7, V6, .. V1, Y0) £FET. 72720, y; D
EAIE Y b (MSB), yo 23 FAiE Y b (LSB) TH 5. ZDrE, ylky=y8 +ysB° + ... + yiB+ Yo
LRIND. AT, 7,6, ZZTNTHUTOFBLEHADRE T 5.

L+ + 2+ +1e€GFQ)x),
B+ + 2+ +1e€GFQ)x),

B+ + X+ +1e€GFQ)x),
77, ag ZUAT D 4RO ZIEADIE L T 5.
o+ R B+ B2 x + B e GFRY)[x].

X512, REYMNDIEY &2 (Y3,Y,,Y,Y) TRITZ 35, 2720, i1 NA MDOETH YD, Vs
i ENT P THD. TE2DE, YCiY=Y3a’S+Y2(Z(2)+Y1a/o+Y0 TRIND. [T, a,a, a3



A Y — L5 KCipher-2 (f1:A%E 1.2 kK 5

EENENITO 4R ZIHADRE 5.
x4 + )/230)63 + 7156)62 + )/93)6 + )’29 c GF(28)[X],
4670 46" +6'x + 6% € GF2Y)[],
x4 +{IS7)C3 +{253x2 +{56x+{16 c GF(28)[X],
FEDEZRZHNT, FSR-AD7T 14— KNy ZBE fa(x), FSR-BD 7 1+ — KNy 7 fp(x) I,
TNENLU RN TRDINS.

falx) = aox5 + 2+ 1,

f5(0) = (@ + oy = D'+ 10+ 0+ o>

74— RNy B fp(x) ZIRET S cll,cl2 1Z FSR-A DL Y AXEZEFWT 1 — RN 7 I
FOREING. FH x D FSR-ADVIAXfli%E A, LKL, Ay €{0,1} 2 yHFEHOE Y ML T
5. 12170, AJ311D5A, DMSB &5, ZDLE, cll & cl(Zay 7§y bk, FSR-A DfE
ZHAWT cll; = Ai2[30] €{0,1}, cl2, = Ai2[311€{0,1} EREINDB. cl2, =0D & ¥, FSR-BIIFIE%
HAC KPR BB 2N TES.

o+ 1.

42 FERTMEEE

FERFEREBGHIL, FSRRAD2 DDV I ARfEE, FSRRBD A4 DDV I ARE, I5124DD32E Y
FANERL YA XMERL,R2,LI,I2 Z# A2 L, 11420V 8IZ64Ey RGN ZE T3, X2
W2 IEAR T EA B OIS % R 3. FERIEBIEGERIE Sub 12k > TRDbEINB 4 DDEMREREHT 5.
BA# Sub 1%, Substitution #LEE ¥ Permutation JLEEA 5720, 32 ¥y 925 32 ¥y hADEHLE 5.
Z5.
Sub: A € GF(2**) — B = Sub(A) € GF(2*%).

Substitution JLFETIX, AHIN7/32 ¥y MEZ A MEAIZHEIL, 8 ¥ w h AHIJI Substitution /L
AR NA MZHET. ¥R\ T Permutation L IZ B\ T, Substitution LED S DHJIIZH L, 32w
N A DY Permutation L% 47 5. Substitution ZLFLD 8 ¥ b AH 77 Substitution L X AES[4]
D s-box WM L [Fl—TH 5. F7z, Permutation LI X AES D Mix Column JLFE L FFE L\, B Sub ©
FEEFIRIZOWTIEE 6 filc Cilk 3 5.

SusstituTion LEE: Substitution JLELIX, 8 'Y b6 8y hADEEKTH D, 2 ODOLHEL f & g
EHWT foglkdIhad., BB g 3N LHEHAmx) =3+ + P +x+1 2L Lz &0 L%
A5 TH 5.

g: acGF2Y »b=a"'eGF?2}.

7272L, 0x00 1Z0x00 Ny ¥ aEnsd. — 4, f: aeGF2Y) —»beGFQRY) I T TREHRINS
T4 VEMTHS.

(b7]  [11111000] [a7)
bg| |01111100| |as
bs| [00111110| |as
bs| |00011111| |ag
b3 10001111 " |a3
by| |11000111| |a»
by 11100011 |a
[bo] |11110001] |ag)

—_—_ 00O = = o
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-«— FSR-A

ORENE

l

—» Dynamic Feedback Controller

l

‘ FSR-B —» ‘

T+

§

L

Y

i

Sub

SR SCINEE

Sub ub Sub

S

LD D
NEARANY,

\J

\
Keystream (64bits)

Fig. 2. FERHE AR

ZZT, a=(ar,..,a) (& fFNDAHTHY, b= (by,...b) IERIETEHITHS. £72, ag,bg

#2LSB XKLL TWS.

PermuTaTION #LE8: Permutation WHEAND AJIfE%Z, 4 DD 8 ¥ Ml (c3,¢2,¢1,¢0) TRHOINBD 32 LY
MEC &T 5. FEKIZ32EY MAD = (ds,do,dy,dy) #1235, ZDEE, §JF permutation &
Bp: CeGF2*) = D=pC)eGFR¥?) I, RO mx)=x+x*+x*+x+1%2FEL L7 GFQY E

DHEATERIND.

do
d
d»
ds

5 WMEBRFvS

0203 01 01\(co
01020301 ||c1
01010203 [[c2|
03010102 )\c3

AHiTlx, KCipher-2 DMUEE R T v T % Fk 3 %. KCipher-2 DMILA T v 71X, BERFH JIULEE &
FIHALALEE D 2 D THEEK X 715 . KCipher-2 Z RIS 5 7-121%, LIRS, BERHH L %

BEx e 5.



A Y — L5 KCipher-2 (f1:A%E 1.2 kK 7

51 BRIIHDWE

Rl izt idng 64 €y NOBERNZ Z, = (H,H) L RbT. 72720, A FHiz328y MiET
Hb. Tz, FHVEMOREY beked. R LIE, WL Y AZEEHVTUTORIC &
DI Nns.

=B BR2, ®R1,;® Ay,
Zfl = Bt+10 H L2[ @th ®At’

ZDLE, Kl x D FSR-A, FSR-BOH 1%, TNENA,, B, £ RLUTWA. [FRRKIZ, R1,,R2,,L1,,L2,
&, R x OIEFRBIBNERL YA X DIETH 5.
BRINOH 11, UATORIZ XD AEBIREOEF 217\, KL+ 1 DRV A X EE2G5.

Rl = Sub(L2; 8 Bry9), R2:41 = Sub(R1y),
L1y = Sub(R2, 8 Byy4), L2441 = Sub(L1,),

A[+i+1 (l = 07 la 29 3)’
Apriv1 = .
A3 ® oA, (i=4)
B = BH—H—] (l=051$99)
T @ + @M — 1B @ Byt © B ® 0S¥ Bus (i = 10)

ZDEE, Sub(X)1F AT X 120 2% Sub D 1% FKDT. Kt B L Ft+1 128 WT, {By, Bis, Biss, Brr10)
\%, Full Positive Difference Set (FPDS)[5] & 72> T\ 5. B Sub DFEETFIE, B L OER ao, a1, a2, a3
WA RK EOFEREOFLEFIRIZOWTIX, o HIZTHIZITS.

52 AR
KCipher-2 OJEILALER L, AR D2 A7y 7 THEI N 5.

— P, RN BV DEHA A ILEE.
- RWT, WERREOWHLAT v 7.

MR DOFHAH: WG, WIHHARZ MVOFHAAWNIL T, AT Va2 -7V T A LZ2HWT,
128 ¥'v b OFIMAHE (initial key) &, 128 ¥ b DI~ k)L (initial vector (IV)) ZNER L ¥ A & IZ
FeAAR, HIHALRT DO NERIREEZ KT 5.

KCipher-2 OD#tA 7 ¥ 2 =) 7))L T XL TIE, AES 77 ¥ N#EA R O BEHLRLIE &[RRI,
128 ¥y MU ZE 384 ¥ N ONERBRIZILEE T 5. MIHABEE IK = (IKo, IK,IK;, IK3) L Fb T
IK; (i=0,1,2,3)1¥32y b THB. AR, K, 2328y b L, NERHZ K = (Ko, K ..., K1) &
E£bT. ZorE, KIZIK KO UTFTOARTERINS.

IK; 0O<i<3)
Ki =<K 4®Sub(Ki_1 < 8)® (K;_1 > 24)) ® Rconli/4 - 1] (i =4n)
Ki 1® K, (i #4n)

ZZT, i=01,...,11 TH5d. 7, SubX) ZIHEFHEEEHETCHOSNTWEEDEHE—TH 5.
Reon[j] 1Z x = 0x02 & LT, Rcon[j] = (x/ mod x® + x* + x> + x + 1,0x00, 0x00, 0x00) TEHEI N 5.
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Non-Linear Function

Yvy

H L
z z

Fig. 3. #){i{b/ua

KCipher-2 DA ¥ 2 — )L 7 )V T Y XL TIiE, Reon[0] = (0x01,0x00,0x00,0x00) (i = 4), LK
Rcon[1] = (0x02, 0x00, 0x00, 0x00) (i = 8) DAFHI N 5.

PESEE K DERE, P FIHR 2 NV IV = (IVo, 1V1,1V,1V3) % JH\WT, KCipher-2 O]
ALRTDOPERIRBIZLA T D & 51T 5.

A, =K4,,, im=0,...,4),

By = K19, B1 = K11, By = 1V, B3 = 1V,
By = Kg,Bs = K9g,Bg =1V, By = 1V3,
Bs = K7, B9 = K5, Bio = Kb,

R1 =R2=L1 = L2 = 0x00.

REREED AR FIHASE, #IHIR T DV OFHAALEIC & 0PI LT O NERIRRE % B pk U 72 %,
KCipher2 224 7uv 7 (j=1,....24) Biff =8, APREBOEHZITS. T &, FERIIH L



A Y — L5 KCipher-2 (f1:A%E 1.2 kK 9

B 3®ay, BTroRc &) NERREOERTHLN 5.
le = Sub(LZj_l | Bj+8)’ R2j = Sub(le_l),
Llj = SMb(RZj_l H Bj+3), L2j = Sub(Llj_l),

A (i=0,1,2,3)
A]+l = L .
@Aj1 ®Aj2®2;, (=4

5 _[Bi (i=0,1,...,9)
JHi — ( ill ;—clqu _ I)Bj—l @Bj@Bj+5 @Q;lz'i_]Bj+7 @Zj-i_l (l _ 10) .

B

IR Sub DEETIE, BIOEH g, a1, az, a3 ZFHWTZHBEA LEORFEDOEEFIEIZOVWTIE, H6
Bz T Z1TD.
6 EEFEIZIDODWT

6.1 BRTF—TJTIEHV-ERRREAZE

SRT— TIICE B o, @1, @2, A3 DEEDZEL: FSR-A BXUOFSR-BT 1%, ER o, @1, Q2,3 L 32
Yy NED GF2¥?) LORREN M fTbINS. UHEORERRILX, BT — 7% H\WTE@E AL EE
TH5. wk 32y hDfE, alpha_i[j] #Z& 7 — 7/ alpha_i[256] (i=0,1,2,3) D jHHDEHK
0<j<255) &9 5. ZDrE, GFR?) LOEFE aw X, RATEHEZSNS.

w=Ww < 8)® alpha_i[(w > 24)].
PAFIZ, w=0x01234567 & L7=& ED agw DEEH| % RT.

ap - (0x01234567) = ((0x01234567) < 8) ® alpha_0[0x01]
= 0x23456700 & 0xB6086D1A
= 0x954D0A1A.

%85 — 7 )L alpha_0[256], alpha_1[256], alpha_2[256], alpha_3[256] D)k, Appendix A iZ
TR,

SRTF—TIVIC & 2B Sub DFRE: JEFEEEETD 32 €y b AR Sub lzo\WTh, BT —
TNERHTE I CEELFEENAGETH L. AZ Sub D32y b ANMH, Ti[jl 2B T—7 L
T_i[256] (i=0,1,2,3) D jBHDEHE (0<j<255) 2T 5. ZDEE, Sub(A) IFIRATEZ SN,

Sub(A) = T_O[A & OxFF] @ T_1[(A > 8) & OxFF] & T_2[(A > 16) & 0xFF] @ T_3[A > 24];
Z 2T &IX AND iR 2R 9. BAFIZ, A =0x01234567 & L7z & & D Sub(A) DFEEH| % RT.

Sub(0x01234567) = T_0[0x67] & T_1[0x45] ® T_2[0x23] @ T_3[0x01]
= 0x94858511 & 0x6E6EDCB?2 & 0x264C6A26 @ 0xF8847C7C
= 0x24234FF9.

S8 7 — 7V T_0[256], T_1[256], T_2[256], T_3[256] DF&k %, Appendix B (ZT/xR7.
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6.2 VY RNERFE

AHITHE, o BLOSub DBRT— TNV EHVRY, TR NpFFEERT.

ci)g%%%qf_?oﬁiwi%j FSR-A 5 XU FSR-B TlX, &8 ap, a1, a2,a3 £ 32 ¥y NEHD GF(2?)
T CMHFORFIE, By PEATOEREIZLD, Z2HET—7 . e
MRS TH 5. heEh, ST —TNEHNER I 2T

x = (X31, X305 ..., X0) Z Y NI TRO L2328y MOEE T 5. [HRRIZ, y() = (9031, ()30 - - -

» ¥(@)o)

ZEy MR THODLAZREY hofEL U, TR ax = y(@) ODFER (G =0,1,2,3) £ T5. ZD&

X, y() DKL Y MIUTFTEX 513,
— For the case of y(0).
¥(0)o = x28 ® X3,
Y(0)1 = x24 ® X258 @ X29 ® X30 D X31,
¥(0)2 = x25 ® x29 D x30 D X31,
Y(0)3 = X24 ® X26 ® X30 ® X31,
Y(0)s = x24 @ x25 @ x27 © X34,
¥(0)s = x25 ® x26 ® X2g,
Y(0)s = X26 ® X27 ® Xog ® X29 ® X30,
¥(0)7 = x27 @ x20 ® 31,
y(0)s = xo ® X4 ® X26 D X23,
¥(0)g = x1 ® X5 ® X26 ® X27 D X3 D X29,
Y(0)10 = X2 ® X4 © X26 ® X27 © X283 D X29 D X30,
Y(O0)11 = X3 ® X4 B X25 D X27 D X8 D X29 D X30 D X31,
Y(0)12 = X4 ® X25 © X26 D Xog B X29 D X30 D X31,
Y(0)13 = x5 ® X4 ® X26 ® X27 ® X29 D X309 D X31,

Y(0)14 = X6 ® X4 B X25 D X26 D X27 D X30 D X31,

Y(0)15 = X7 ® X25 ® X207 ® X31,
— For the case of y(1).
Yo = x27 @ x29 @ X31,
YD1 = x24 ® x28 ® X30,
Y(1)2 = x24 @ X25 ® X27,
Y(1)3 = X24 ® X5 ® X6 D X7 © Xog B X9 B X3,
YD = xa5 ® X6 ® Xo7 © X28 D X29 D X30,
Y15 = x24 @ X26 D X8 D X30,
Y(1Ds = X25 © X27 ® X29 @ X31,
y(1)7 = x26 ® X238 ® X30,
y(Dg = X0 @ x5 ® X6 B X27 D X30,
Y(1)o = x1 @ X6 ® X27 ® X8 ® X3,
Y(D10 = X2 © X4 B X25 D X26 D X283 D X29 D X30,
Y11 = X3 @ X24 © X29 @ X34,
Y(D12 = x4 © x4 ® X205 ® X30,
Y(D13 = X5 ® X024 B X7 © X30 D X31,
Y(1)14 = X6 @ X24 © X25 ® X238 D X3y,

y(is =

X7 ® Xo4 @ X25 D X6 D X29,

y(Dig
y(D17
y(Dig
y(Dig
y(1)2g
YD
y(Dx
y(1)23
Y(D)24
()25
y(1)ag
y(Do7
(D)2
Y(1)29
y(D3o
(D)3

¥(0)16
¥(0)17
y(0)18
¥(0)19
¥(0)20
¥(0)21
¥(0)2
¥(0)23
¥(0)24
¥(0)25
¥(0)26
¥(0)27
¥(0)28
¥(0)29
¥(0)30

Xg @ X29 © X30,

X9 @ X29 ® X31,

X10 @ Xx30,

X11 @ X4 © X34,

X12 @ x5,

X13 @ X6,

X14 © X27 © X9 © X30,

X15 © X28 ® X9 ® X3y,

X16 © X25 D X6 D X27 D Xog © X3,
X17 @ X24 ® X25 D X9 @ X3,

X18 © X24 © X5 D X6 D X30,

X19 © X25 @ X6 D X27 © X34,

X20 @ X24 ® X6 D X27 D Xpg,

X21 © X24 @ X5 © X7 D X8 D X,
X220 © X27 © X9 @ X30 D X3,

Y(0)31 = X23 @ X4 @ X5 © X6 © X27 B X30.

= X3 ® X24 D X25 D X6 D X27 D X9 D X30,
= X9 © X5 D X26 D X27 D X8 D X30 ® X3,

X10 © X24 © X5 © X8 D X30 D X31,
X11 @ x27 @ x30 © X34,
X12 © X24 © X8 © X34,

= X13 ® X24 © X6 © X27 D X30,

X14 @ X24 ® X25 D X27 @ X28 D X31,
X15 @ X4 ® Xo5 D X6 @ X238 D X29,
X16 @ X5 D X27 @ Xpg,
X17 @ X26 © X238 © Xp9,

= X138 © Xo5 © X238 D X9 © Xx30,

X19 © X5 © X6 D X27 @ Xog D X9 D X30 © X31,
X20 D X26 © X27 ® X8 D X9 D X30 D X34,
X1 © X24 © X5 © X9 D X30 D X3,

= X220 ® Xo5 © X6 @ X30 D X31,

X23 @ X24 ® X6 D X27 @ X31.
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— For the case of y(2).
Y(2)o = X24 © X5 ® X27 ® X2g B X29 D X3y, Y(2)16 = X5 ® X5 © X26 B X29 D X30 D X31,
Y21 = X24 ® X5 ® X6 D Xog D X29 D X3, Y217 = Xo ® X6 ® X27 ® X30 D X31,
Y(2)2 = X26 © X28 ® Xx30, Y(2)18 = X10 © X25 © X6 D X27 D X283 D X29 D X3,
Y(2)3 = x25 @ X8, Y219 = x11 © X24 © X25 © X7 ® Xog,
Y(2)s = x24 @ X26 ® X29, Y(2)20 = X12 © X4 ® Xo5 D X26 D X28 D X9,
Y(2)s = xa5 ® x27 @ X30, Y(2)21 = X13 © X4 © X25 D X6 D X27 © X29 D X30,
Y(2)s = X25 @ X26 ® X27 © X29, Y(2)22 = X14 © X24 © X27 © Xog ® X0,
Y(2)7 = X24 ® X26 ® X27 ® Xog D X30, Y(2)23 = x15 © X4 ® Xo5 D X8 D X29 D X30,
Y(2)s = X0 ® X24 ® X26 ® X27 D X30, V(2)24 = X16 © X4 © X6 © X9 ® X34,
Y(2)g = x1 ® Xo4 B X25 ® X7 B X283 D X31, Y(2)25 = X17 ® Xog ® Xo5 D X27 D X30,
Y210 = X2 ® X4 B X25 D X27 D X28 D X29 D X30, Y(2)26 = X138 D X5 © X8 © X009,
Y211 = X3 © X4 © X25 D X207 D X3 D Xp9 D X34, Y(2)27 = X19 @ X24 © X30 © X31,
Y212 = X4 ® X4 B X25 D X26 B X238 D X29 D X30, Y(2)28 = X20 @ X24 @ X25 © X31,
Y213 = X5 ® X4 D X25 D X6 D X27 D X29 ® X30 D X31,  Y(2)29 = X21 D Xa5 D X0,
Y214 = X6 ® X24 ® X25 ® X3 D X31, Y(2)30 = X22 @ X4 © X7 © X290 ® X34,
Y2)15 = X7 ® X25 ® X26 D X9, Y(2)31 = X23 @ X5 © Xog ® X30.
— For the case of y(3).
YB3 = X24 @ X5 © X7 © Xog ® X34, Y316 = X3 ® X24 D Xo6,
Y31 = x24 ® X5 © X6 © Xog D X0, Y317 = X9 ® Xo5 ® X27,
Y(3)2 = x26 D X238 ® X29 B X30 D X31, Y318 = X109 D Xa8,
Y(3)3 = X24 ® X27 ® X9 ® X30 ® X34, Y319 = X11 D X24 © X29,
Y(B3)s = x25 @ X258 © X30 ® X34, Y(3)20 = X12 © X24 S X5 D X30,
Y(3)s = xa5 ® X6 ® X27 ® Xog D X0, Y321 = x13 @ X25 D X31,
Y(3)s = Xa5 ® X26 D X9 ® X30 ® X3, Y(3)22 = X14 © X4,
Y(3)7 = X24 ® X26 © X27 ® X30 B X31, Y(3)23 = x15 ® X25,
Y(3)s = xo ® X26 D X29 D X30, Y(3)24 = Xi16 D Xo4 D X6 D Xog D X209,
YB39 = X1 ® X204 ® X7 ® X30 D X31, ¥(3)25 = X17 @ X5 ® X27 ® X29 D X30,
Y(3)10 = X2 ® X204 © X25 © X26 D X238 D X29 ® X30 ® X31,  Y(3)26 = X158 D X4 © X9 ® X30 B X31,
Y311 = X3 ® X5 D X26 D X27 D X29 D X30 D X31, Y(3)27 = X19 @ X25 D X30 D X31,
Y312 = X4 ® X4 © X26 ® X27 D X3 D X30 D X31, Y(3)28 = X20 @ X26 D X31,
Y313 = X5 ® X5 © X26 B X27 © X283 D X30 D X31, Y(3)29 = X21 ® X6 D X7 © Xog B X2,
YB3)1a = X6 ® X4 B X7 D X238 © X30 D X31, Y(3)30 = X22 D X24 D X6 B X7 B X30,
Y(3)15 = X7 ® X25 © X8 © X29 ® X31, Y(3)31 = X23 @ X5 ® X27 ® X28 D X31.

BEEL Sub DRE: FEFPEEEERD 32 ¥y b A BB Sub iI22oWTH, BT —T N EEHL
TN VNI NREEDEEETH S, B Sub 1%, Substituion JLHE & Permutation JLFED S % 5 .
Substitution LFETIE, GF(23) DEIEK, GFQY) ETOEEANKEL 5. TDizd, £3 GF2Y
FOEBEDOEREIZDOWTHIHT 5.

o GF2% EDFTE: A% x = (x3,%2,x1,%0), ¥ =3, y2,1,0), HH%E z2=(23,22,21,20) £T 5.
ETz, to,.. 1 tg BEY NENOO—HNVEHEL TS, ZOLE, GFQY EOFEH 7= xx4y
X, UFOFIHTEREIND. x4 IZIGFQY) LOREREEZEKDT.

1. q:‘ﬁﬁf[ﬁ%,...,tl,lo EUARIZEDEHT 3.

te = (x3&y3),

ts = (x3&y2) ® (x2&y3),

1y = (3&y1) ® (2&y2) @ (x1&y3),

13 = (x3&y0) @ (x2&y1) & (x1&y2) ® (xo&ky3),

1 = (x2&y0) ® (x1&y1) © (x0&y2),
11 = (x1&y0) © (xo&y1),
to = (x0&Y0).

ZIZT, &lZAND HE % RT.



KDDI #24t

2. AFEEEL, Hhed 5.

73 = 13D I, 1=l Dts,
2=0Dt5Dls, 220=1DU.

o GF2% LDOMITEE: AN%E x = (x3,x2, x1,%0), HHZy=(3,y,y1,00) £ T 5. TDEE,
y=x1eGFQH XA NDF =7 ECEITE 5.

Xy Xy
(0,0,0,0) — (0,0,0,0) (1,0,0,0) = (1,1,1, 1)
(0,0,0,1) ~ (0,0,0,1) (1,0,0,1) = (0,0,1,0)
0,0,1,0) » (1,0,0,1) (1,0,1,0) » (1,1,0,0)
0,0,1,1) » (1,1,1,0) (1,0,1,1) = (0,1,0, 1)
0,1,0,0) —» (1,1,0,1) (1,1,0,0) —» (1,0,1,0)
0,1,0,1) » (1,0,1,1) (1,1,0,1) = (0,1,0,0)
0,1,1,0) » (0,1,1,1) (1,1,1,0) = (0,0,1, 1)
0,1,1,1) » (0,1,1,0) 1,1,1,1) = (1,0,0,0)

o 2 E X, Substituion LFE & Permutation ML, TNFNLATFD LS IZFEETEZ &N T
x5,

e Substitution {LEE: § ¥y b AH ST DS TH 5 Substitution LEIE, AT %E x = (x7,..., x0),
Hh%ZEy=(7,....y0) £ L72& &, UFNOFIEHTHEETE 5.
1.8y bDOUO—HIVEHa=(ar,...,a0) ZHEL, UFN2EHT 5.

a7 = x7 @ x5, az = x7® xeg D xy D xq,

ag = X7 D x5 DXx3D X2, az» = XxXg® x4 D X1,

a5 = X7 D xg® x4 ®x1, a;=x36xp,

as = Xe © x5 D x4, ag = x7® xe D x4 © x3 D x2 D Xyp.

2.4y bOA—NIIVE (b3, by, b1,by) ZHEL, UTFZ2EHETS.

bsy=a;®a3, by =as®ay,
by =a¢®ar, by=as®a.

3. 48y bDO—TIVER (c3, 02, ¢1,¢0) ZJHRL, (3,02, ¢1,¢0) = (a3, a2, a1, ap)x4(b3, b, b1, by)
EHT D, ZIZTx4 IZIGFQRYH LORETH 3.

4. 4w 1\0)1:1~i7}l/27§§5((d3,d2,d1,d0) & HAE L, (d3,dy,dy,dy) = (a7, as, as, as)X4(ay, ag, as, as)
EEHTSE. ZIZTxy EGFQRY LORRTH 5.

5.4y DB —=IVE (e3,er,e1,e0) ZFHREL, (e3,e2,e1,e0) = (1,0,0, 1) X4 (d3,da, dy, dp)
BT S, ZIZTx4 EGFRY) LOERETH S.

6. 4y SO —HNEE (f H. f1. fo) EHEL, UTFZ2ELT 5.

f3=C3EB€3, flzcl@el,
h=ca®e, fo=co®ep.

7. (fs, fo, fis fo) @ GFQ2Y) EDWixzkd 2., WtiHEOFEEZ 4y boa—HILVER
(23,82, 81,80) IZH&IN T 5.
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8. 4y hDO—TIIVEH (h3, hy, hy, ho) ZFHIEL, (hs, ho, hi, ho) = (b3, b, b1, bo)X4(g3. 82,81, £0)
EEHT D, ZIZTx4 IZGFQRY) LORETH 5.
9. 4¥y b DU —TIVER (hy, he, hs, ha) ZFTEL, (hy, he, hs, hs) = (a7, as, as, a)X4(g3, &2, 81, 80)
EEHT D, ZITx4 IZGFQRY) LOFRETH 5.
10. ¥y DO —HIVER (i7,...,00) ZFHEL, ARZEHT 5.

i7=h3®1, i3 = hy,
i6=hs®hs®hy®1, ip=nhs®hy,
is=h;®hs®hy, h=hohsoh &1,
ig = hs ® hy @ hy, ig = hy ® hy.
11. LARZEH U, Substitution WEDOH 1 & § 5.
y7 =is® o, V3=l ®is®is DIy,
Ve =171RigPIisDi3 P Di|, Y=igPisDigPiy,
V5 = i7®i5s®ip, V1 =i7®i5®ig,
Vi =1IgDis iz D iy, Yo = ie D ig P ip.

e Permutation 2LI2: 32 'y N A1 DBEENTH 5 Permutation LHE X, AJ1% x = (x31,...,x0),
Hjj]% y= (y31,...,yo) Lk g’, LXTT%??%M%

Y31 = X15 @ x23 © X7 © X6 D X30, Y15 = x31 © x7 © x23 ® x22 D x14,

Y30 = X14 © x22 @ X6 © X5 D X209, Y14 = x30 © X6 © x22 © x21 © Xx13,

Y29 = X13 @ x21 @ x5 D x4 D x23, Y13 = X290 © x5 @ Xx21 D x20 D X712,

Y28 = X12 @ x20 © x4 © X3 © x7 © x27 © X31, Y12 = Xx28 © x4 © x20 D x19 © x23 © X11 D X715,
Y27 = X11 © X19 © X3 © X2 © X7 D X26 D X31, Y11 = x27 © x3 © x19 © x18 © x23 © X10 D X15,
Y26 = X10 @ x18 © X2 © X1 D X125, Y10 = X26 © x2 © x18 D x17 D Xo,

Y25 = X9 © x17 © X1 © X0 © X7 D X204 D X31, Yo = X25 ® x1 @ x17 ® X16 D X23 © X8 D X715,
Y24 = X8 ® x16 © X0 D X7 D x31, yg8 = Xx24 @ xp © x16 D x23 D X35,

Y23 = X7 © x15 © x31 D X30 D X22, Y7 = X23 ® x31 © Xx15 D X14 © X,

Y22 = X6 © Xx14 © x30 D X29 D X21, Yo = Xx22 @ x30 D x14 D x13 D X5,

Y21 = X5 © x13 © Xx29 © X28 D X20, Y5 = X21 © x29 © x13 © X12 © x4,

Y20 = X4 @ x12 D X208 B X27 ® x31 @ X19 D X23, Y4
V19 = X3 @ X11 @ X27 @ X26 ® x31 ® X18 D X23, V3

X20 D x28 @ x12 D X711 D X15 D X3 D X7,
X19 D x27 D x11 B x10 B X15 B X2 D X7,

Y18 = X2 @ x10 @ x26 D x25 @ Xx17, Y2 = x18 D x26 © Xx10 D X9 D X1,
Y17 = X1 @ X9 @ X25 © X204 D X31 D X16 D X23, Y1 = X17 D X25 D X9 D x5 D x15 D X0 D X7,
Y16 = Xo @ xg @ x24 ® x31 D X23, Yo = X16 D X24 ® X3 ® Xx15 @ x7.

7 KCipher-2 DfERICH/=>T

7.1 HEAERE, FEANS ML OERICOWT

B, mART28 70y 7 2% vy ORI ) BINIZITS 2 2R T 5. 20
&, [F— DR R —OFHI R 7 MLk, 28 7oy 2282 CTHEHI N,

72 T—Y DS - BESHEICOWVWT

KCipher-2 & Wzl 54k - HEFIRICOWTHIHT 5. M4 I1TRT LI, EXT—XE264EY b
TLIZHEIL, 64y NZEICH I NAHERSE XOREEZITS Z LI X OEB{LEITO Z &N
TX5, HEBIZODWTHHEKETH .
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initial key initial vector initial key initial vector
K v K v

128 128 128 128

[ By iy 1 [ By ey 1

1 1 1 1

'|KCipher-2 | '|KCipher-2|:

: | : :

1 1 1 1

! 64 ! ! 64 !

plaintext P : N E ciphertext C  ciphertext C : ™ E plaintext P
1 1 1 1
64 | N | 64 64 | N | 64

encryption decryption

Fig. 4. KCipher-2 (2 & B 51t - 165 7k

73 N—=TaVIFERICDOWT
KCipher-2 D/N— 3 VIR % (% C IZFE# L 7=.

74 HMMEE S A Y RER
KCipher-2 DRI EL 5 1 X > AME#IZ, ARD@EY TH 5.

- KCipher-2 (239 % KIH A #EHE (X KDDI MR ALIZ RS 5
— CRYPTREC H¥ /5 O 7l 2355 H I CHEH T 256 13 EEE 45
- BTBURDERICHT 25513 Z Y DI 50 TR T 5

8 FIREE

(#) KDDI #fZ2f %%, KCipher-2 ® SDK % fX5% L T\ 5. F 7z, KCipher-2 (& BI1ELL N D85 (2 fFiH X
NnTWnWab,

- BERTROERER AW IBHREEFE Y AT L (2,000 71 22 R)
BAFROBT—Ya vy AT A (5,000 512 2)

Web R—=ZD 7 )\ —77 7 (1,000 71 & > A)

Ay a—xREFIIVFATT7AVTUYEEY 7MY 27 (100 5a—)
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A @, 1, A2y A3 m§ﬂ§7_7“}lf

Lookup TABLE alpha_0[256] FOR MULTIPLICATIVE OPERATION oW:

alpha_0[256]={
0x00000000,0xB6086D1A,0xAF10DA34,0x1918B72E,0x9D207768,0x2B281A72,0x3230AD5C,
0x8438C046,0xFI40EEDQ, 0x4F4883CA,0x565034E4, 0XxEQ5859FE, 0x646099B8,0xD268F4A2,
0xCB70438C,0x7D782E96,0x31801F63,0x87887279,0x9E90C557,0x2898A84D, 0xACA0680B,
0x1AA80511,0x03BOB23F,0xB5B8DF25,0xC8COF1B3,0x7EC89CA9,0x67D02B87,0xD1D8469D,
0x55E086DB, 0xE3E8EBC1, OxFAFQ5CEF, 0x4CF831F5,0x62C33EC6,0xD4CB53DC, 0xCDD3E4F2,
0x7BDB89ES8, OxFFE349AE, 0x49EB24B4,0x50F3939A,0xE6FBFE80, 0x9B83D016,0x2D8BBDOC,
0x34930A22,0x829B6738,0x06A3A77E,0xBOABCA64,0xA9B37D4A,0x1FBB1050,0x534321A5,
0xE54B4CBF, 0xFC53FB91, 0x4A5B968B, 0xCE6356CD,0x786B3BD7,0x61738CF9,0xD77BE1E3,
OxAAQ3CF75,0x1COBA26F,0x05131541,0xB31B785B,0x3723B81D,0x812BD507,0x98336229,
0x2E3BOF33,0xC4457C4F,0x724D1155,0x6B55A67B,0xDD5DCB61,0x59650B27 ,0xEF6D663D,
0xF675D113,0x407DBCO9,0x3D05929F,0x8BODFF85,0x921548AB,0x241D25B1,0xA025E5F7,
0x162D88ED, 0x0F353FC3,0xB93D52D9, 0xF5C5632C, 0x43CDOE36,0x5AD5B918,0xECDDD402,
0x68E51444,0xDEED795E, 0xC7F5CE70,0x71FDA36A, 0x0C858DFC, OxBASDEOE6, 0xA39557C8,
0x159D3AD2,0x91A5FA94,0x27AD978E,0x3EB520A0, 9x88BD4DBA, 0xA6864289,0x108E2F93,
0x099698BD, 0xBFI9EF5A7,0x3BA635E1, 0x8DAE58FB, 0x94B6EFDS5, 0x22BE82CF, 0x5FC6AC59,
0xE9CEC143,0xFOD6766D,0x46DE1B77,0xC2E6DB31,0x74EEB62B,0x6DF60105, 0xDBFE6CLF,
0x97065DEA, 0x210E30F0,0x381687DE,0x8E1EEAC4,0x0A262A82,0xBC2E4798,0xA536F0B6,
0x133E9DAC, 0x6E46B33A,0xD84EDE20,0xC156690E,0x775E0414,0xF366C452,0x456EA948,
0x5C761E66,0xEA7E737C,0x4B8AF89E,0xFD829584,0xE49A22AA,0x52924FB0O,0xD6AASFF6,
0x60A2E2EC, 0x79BA55C2,0xCFB238D8,0xB2CA164E,0x04C27B54,0x1DDACC7A,0xABD2A160,
0x2FEA6126,0x99E20C3C,0x80FABB12,0x36F2D608,0x7A0AE7FD, 0xCCO28AE7,0xD51A3DC9,
0x631250D3,0xE72A9095,0x5122FD8F,0x483A4AA1,0xFE3227BB,0x834A092D,0x35426437,
0x2C5AD319,0x9A52BE®3,0x1E6A7E45,0xA862135F,0xB17AA471,0x0772C96B,0x2949C658,
0x9F41AB42,0x86591C6C,0x30517176,0xB469B130,0x0261DC2A,0x1B796B04,0xAD71061E,
0xD0092888,0x66014592,0x7F19F2BC,0xC9119FA6,0x4D295FEQ, 0xFB2132FA,0xE23985D4,
0x5431E8CE, 0x18C9D93B, 0xAEC1B421,0xB7D9030F,0x01D16E15,0x85E9AE53,0x33E1C349,
0x2AF97467,0x9CF1197D,0xE18937EB,0x57815AF1,0x4E99EDDF, 0xF89180C5,0x7CA94083,
0xCAA12D99,0xD3B99AB7,0x65B1F7AD, 0x8FCF84D1,0x39C7E9CB, 0x20DF5EES5, 0x96D733FF,
0x12EFF3B9,0xA4E79EA3,0xBDFF298D,0x0BF74497,0x768F6A01,0xC087071B,0xD99FBO35,
0x6F97DD2F ,0xEBAF1D69,0x5DA77073,0x44BFC75D,0xF2B7AA47 ,0XxBE4F9BB2,0x0847F6A8,
0x115F4186,0xA7572C9C,0x236FECDA,0x956781C0,0x8C7F36EE,0x3A775BF4,0x470F7562,
0xF1071878,0xE81FAF56,0x5E17C24C,0xDA2F020A,0x6C276F10,0x753FD83E,0xC337B524,
OxEDOCBA17,0x5B04D70D,0x421C6023,0xF4140D39,0x702CCD7F,0xC624A065,0xDF3C174B,
0x69347A51,0x144C54C7,0xA24439DD, 0xBB5C8EF3,0x0D54E3E9, 0x896C23AF,0x3F644EB5,
0x267CF99B, 0x90749481,0xDC8CA574,0x6A84C86E,0x739C7F40,0xC594125A,0x41ACD21C,
0xF7A4BF06,0xEEBC0828,0x58B46532,0x25CC4BA4,0x93C426BE, 0x8ADCI9190,0x3CD4FC8A,
0xB8EC3CCC,0x0EE451D6,0x17FCE6F8,0xA1F48BE2} ;

Looxkup TABLE alpha_1[256] FOR MULTIPLICATIVE OPERATION (¥{W:

alpha_1[256]={

0x00000000, 0xAOF5FC2E, 0x6DC7D55C,0xCD322972,0xDAA387B8,0x7A567B96,0xB76452E4,
0x1791AECA,0x996B235D,0x399EDF73,0xF4ACF601,0x54590A2F,0x43C8A4E5,0xE33D58CB,
0x2EQF71B9,0x8EFA8D97,0x1FD646BA,0xBF23BA94,0x721193E6,0xD2E46FC8,0xC575C102,
0x65803D2C,0xA8B2145E,0x0847E870,0x86BD65E7,0x264899C9, 0XxEB7ABOBB, 0x4B8F4C95,
0x5C1EE25F,0xFCEB1E71,0x31D93703,0x912CCB2D,0x3E818C59,0x9E747077,0x53465905,
0xF3B3A52B,0xE4220BE1,0x44D7F7CF,0x89E5DEBD, 0x29102293,0xA7EAAF04,0x071F532A,
0xCA2D7A58,0x6AD88676,0x7D4928BC, 0xDDBCD492,0x108EFDE®, 0xBO7BO1CE,0x2157CAE3,
0x81A236CD,0x4C901FBF,0xEC65E391,0xFBF44D5B,0x5B01B175,0x96339807,0x36C66429,
®xB83CE9BE, 0x18C91590,0xD5FB3CE2,0x750ECOCC, 0x629F6E06,0xC26A9228,0x0F58BB5A,
O0xAFAD4774,0x7C2F35B2,0xDCDAC99C,0x11E8EQEE,0xB11D1CCO,0xA68CB20A,0x06794E24,
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0xCB4B6756,0x6BBE9B78,0xE54416EF,0x45B1EAC1,0x8883C3B3,0x28763F9D,0x3FE79157,
0x9F126D79,0x5220440B, 0xF2D5B825,0x63F97308,0xC30C8F26,0x0E3EA654, 0XxAECB5A7A,
0xB95AF4B0, 0x19AF089E, 0xD49D21EC, 0x7468DDC2, 0xFA925055,0x5A67AC7B,0x97558509,
0x37A07927,0x2031D7ED, 0x80C42BC3,0x4DF602B1,0xEDO3FEIQF, 0x42AEBOEB, 0xE25B45C5,
0x2F696CB7,0x8F9C9099,0x980D3E53,0x38F8C27D, O0xF5CAEBOF, 0x553F1721,0xDBC59AB6,
0x7B306698,0xB6024FEA, 0x16F7B3C4,0x01661DOE, 0xA193E120,0x6CA1C852,0xCC54347C,
0x5D78FF51,0xFD8DO37F, 0x30BF2A0D, 0x904AD623,0x87DB78E9, 0x272E84C7,0XxEA1CADBS,
0x4AE9519B,0xC413DCOC, 0x64E62022,0xA9D40950,0x0921F57E, 9x1EBO5BB4, 0xBE45A79A,
0x73778EE8,0xD38272C6,0xF85E6A49,0x58AB9667,0x9599BF15,0x356C433B,0x22FDEDF1,
0x820811DF, 0x4F3A38AD, OxEFCFC483,0x61354914,0xC1COB53A, 0x0CF29C48,0xAC076066,
0xBB96CEAC, 0x1B633282,0xD6511BF0Q, 0x76A4E7DE, 0xE7882CF3,0x477DDODD, 0x8A4FF9AF,
0x2ABA0581,0x3D2BAB4B, 0x9DDE5765,0x50EC7E17,0xF0198239, 0x7EE30FAE, OXxDE16F380,
0x1324DAF2,0xB3D126DC, 0xA4408816,0x04B57438,0xC9875D4A,0x6972A164,0xC6DFE610,
0x662A1A3E,0xAB18334C, 0x0OBEDCF62,0x1C7C61A8,0xBC899D86,0x7 1BBB4F4,0xD14E48DA,
0x5FB4C54D,0xFF413963,0x32731011,0x9286EC3F,0x851742F5,0x25E2BEDB, 0XxE8DO97A9,
0x48256B87,0xDI09A0AA, 0x79FC5C84,0xB4CE75F6,0x143B89D8, 0x03AA2712,0xA35FDB3C,
0x6E6DF24E, 0xCE980E6Q, 0x406283F7,0xE0977FD9, 0x2DA556AB, 0x8D50AA85,0x9AC1044F,
0x3A34F861,0xF706D113,0x57F32D3D,0x84715FFB, 0x2484A3D5,0xE9B68AA7,0x49437689,
0x5ED2D843,0xFE27246D,0x33150D1F,0x93E0F131,0x1D1A7CA6,0xBDEF8088,0x70DDAOFA,
0xD02855D4,0xC7BIFB1E, 0x674C0730,0xAA7E2E42,0x0A8BD26C, 0x9BA71941,0x3B52E56F,
0xF660CC1D,0x56953033,0x41049EF9,0xE1F162D7,0x2CC34BA5,0x8C36B78B, 0x02CC3A1C,
0xA239C632,0x6FOBEF40,0xCFFE136E, 9xD86FBDA4,0x789A418A,0xB5A868F8,0x155D94D6,
0xBAFOD3A2,0x1A052F8C,0xD73706FE, 0x77C2FADO, 0x6053541A,0xC0OA6A834,0x0D948146,
0xAD617D68,0x239BFOFF, 0x836E0OCD1,0x4E5C25A3,0XxEEA9D98D, 0xF9387747,0x59CD8B69,
0x94FFA21B,0x340A5E35,0xA5269518,0x05D36936,0xC8E14044,0x6814BC6A,0x7F8512A0,
0xDF70EESE, 0x1242C7FC,0xB2B73BD2,0x3C4DB645,0x9CB84A6B, 0x518A6319,0xF17F9F37,
OxE6EE31FD, 0x461BCDD3, 0x8B29E4A1, 0x2BDC188F};

Lookup TABLE alpha_2[256] FOR MULTIPLICATIVE OPERATION (oW

alpha_2[256]={

0x00000000,0x5BF87F93,0xB6BDFE6B, 0xED4581F8,0x2137B1D6,0x7ACFCE45,0x978A4FRBD,
0xCC72302E,0x426E2FE1,0x19965072,0xF4D3D18A,0xAF2BAE19,0x63599E37,0x38A1E1A4,
0xD5E4605C, 0x8E1C1FCF,0x84DC5E8F,0xDF24211C,0x3261A0E4,0x6999DF77,0xA5EBEF59,
OxFE1390CA,0x13561132,0x48AE6EA1,0xC6B2716E,0x9D4AQEFD, 0x700F8F05,0x2BF7F096,
0xE785C0OB8,0xBC7DBF2B,0x51383ED3,0x0AC04140,0x45F5BC53,0x1EODC3CO,0xF3484238,
OxA8BO3DAB, 0x64C20D85,0x3F3A7216,0xD27FF3EE, 0x89878C7D,0x079B93B2,0x5C63EC21,
0xB1266DD9, 0xEADE124A,0x26AC2264,0x7D545DF7,0x9011DCOF, 0xCBE9A39C, 0xC129E2DC,
0x9AD19D4F,0x77941CB7,0x2C6C6324,0XxEQ01E530A,0xBBE62C99,0x56A3AD61,0x0D5BD2F2,
0x8347CD3D, 0xD8BFB2AE, 0x35FA3356,0x6E024CC5,0xA2707CEB, 0xF9880378,0x14CD8280,
0x4F35FD13,0x8AA735A6,0xD15F4A35,0x3C1ACBCD,0x67E2B45E,0xAB908470,0xFO68FBE3,
0x1D2D7A1B,0x46D50588,0xC8C91A47,0x933165D4,0x7E74E42C,0x258C9BBF, 0xE9FEABI1,
0xB206D402,0x5F4355FA,0x04BB2A69,0x0E7B6B29,0x558314BA,0xB8C69542,0xE33EEAD1,
0x2F4CDAFF,0x74B4A56C,0x99F12494,0xC2095B07,0x4C1544C8,0x17ED3B5B, 0xFAA8SBAA3,
0xA150C530,0x6D22F51E,0x36DA8A8D,0xDBIFOB75,0x806774E6,0xCF5289F5,0x94AAF666,
0x79EF779E,0x2217080D,0xEE653823,0xB59D47B0, 0x58D8C648,0x0320B9DB, 0x8D3CA614,
0xD6C4D987,0x3B81587F,0x607927EC, 0xACOB17C2,0xF7F36851,0x1AB6E9A9, 0x414E963A,
0x4B8ED77A,0x1076A8E9,0xFD332911,0xA6CB5682,0x6AB966AC,0x3141193F,0xDCO498C7,
0x87FCE754,0x09EQF89B,0x52188708,0xBF5DO6F0,0xE4A57963,0x28D7494D,0x732F36DE,
0x9E6AB726,0xC592C8B5,0x59036A01,0x02FB1592,0xEFBE946A,0xB446EBF9,0x7834DBD7,
0x23CCA444,0xCE8925BC,0x95715A2F,0x1B6D45E0, 0x40953A73,0xADDOBB8B, 0xF628C418,
0x3A5AF436,0x61A28BA5,0x8CE70A5D,0xD71F75CE, 0xDDDF348E,0x86274B1D,0x6B62CAES,
0x309AB576,0xFCE88558,0xA710FACB,0x4A557B33,0x11ADO4A0,0x9FB11B6F,0xC44964FC,
0x290CE504,0x72F49A97,0xBE86AABI, O0XxE57ED52A,0x083B54D2,0x53C32B41,0x1CF6D652,
0x470EA9C1,0xAA4B2839,0xF1B357AA,0x3DC16784,0x66391817,0x8B7C99EF, 0xDO84E67C,
0x5E98F9B3,0x05608620,0xE82507D8,0xB3DD784B,0x7FAF4865,0x245737F6,0xC912B60E,
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0x92EAC99D, 0x982A88DD, 0xC3D2F74E, 0x2E9776B6,0x756F0925,0xB91D390B, 0XxE2E54698,
0xOFA0C760,0x5458B8F3,0xDA44A73C, 0x81BCD8AF,0x6CF95957,0x370126C4,0xFB7316EA,
0xA08B6979,0x4DCEE881,0x16369712,0xD3A45FA7,0x885C2034,0x6519A1CC,0x3EEIDESF,
0xF293EE71,0xA96B91E2,0x442E101A,0x1FD66F89,0x91CA7046,0xCA320FD5,0x27778E2D,
0x7C8FF1BE, 0xBOFDC190, 0xEBO5SBEQ3, 0x06403FFB, 0x5DB84068,0x57780128,0x0C807EBB,
0xE1C5FF43,0xBA3D80ODO, 0x764FBOFE, 0x2DB7CF6D, 0xCOF24E95, 0x9B0OA3106,0x15162ECI,
Ox4EEE515A,0xA3ABDOA2, 0xF853AF31,0x34219F1F,0x6FDIE®SC, 0x829C6174,0xD9641EE7,
0x9651E3F4,0xCDA99C67,0x20ECIDIF,0x7B14620C, 0xB7665222,0xEC9E2DB1, 0x01DBAC49,
0x5A23D3DA, 0xD43FCC15,0x8FC7B386,0x6282327E,0x397A4DED, 0xF5087DC3, 0XxAEF00250,
0x43B583A8,0x184DFC3B,0x128DBD7B, 0x4975C2E8,0xA4304310,0xFFC83C83,0x33BA0OCAD,
0x6842733E,0x8507F2C6,0xDEFF8D55,0x50E3929A, 0x0B1BEDO9, 0xE65E6CF1,0xBDA61362,
0x71D4234C,0x2A2C5CDF, 0xC769DD27 ,0x9C91A2B4} ;

Lookup TABLE alpha_3[256] FOR MULTIPLICATIVE OPERATION ('3 W:

alpha_3[256]={

0x00000000,0x4559568B, 0x8AB2AC73,0xCFEBFAF8,0x71013DE6,0x34586B6D, 0xFBB39195,
OxBEEAC71E,0xE2027AA9,0xA75B2C22,0x68BOD6DA, 0x2DE98051,0x9303474F ,0xD65A11C4,
0x19B1EB3C,0x5CE8BDB7,0xA104F437,0xE45DA2BC, 0x2BB65844 ,0x6EEFOECF, 0xDOO5CID1,
0x955C9F5A,0x5AB765A2,0x1FEE3329,0x43068E9E, 0x065FD815,0xC9B422ED, 0x8CED7466,
0x3207B378,0x775EE5F3,0xB8B51FOB, 0xFDEC4980,0x27088D6E,0x6251DBE5,0xADBA211D,
0xE8E37796,0x5609B088,0x1350E603,0xDCBB1CFB, 0x99E24A70,0xC50AF7C7,0x8053A14C,
0x4FB85BB4,0x0AE10D3F,xB40BCA21,0xF1529CAA, 0x3EB96652,0x7BEO30D9, 0x860C7959,
0xC3552FD2,0x0CBED52A,0x49E783A1,0xF70D44BF,0xB2541234,0x7DBFE8CC,0x38E6BE47,
0x640E03F0,0x2157557B,0XxEEBCAF83,0xABE5F908,0x150F3E16,0x5056689D, 0x9FBD9265,
0xDAE4C4EE, 0x4E107FDC, 0x0B492957,0xC4A2D3AF,0x81FB8524,0x3F11423A,0x7A4814B1,
0xB5A3EE49, 0xFOFAB8C2,0xAC120575,0xE94B53FE, 0x26A0A906,0x63F9FF8D,0xDD133893,
0x984A6E18,0x57A194E0,0x12F8C26B, 0xEF148BEB, 0xAA4DDD60, 0x65A62798,,0x20FF7113,
0x9E15B60D, 0xDB4CE086,0x14A71A7E,0x51FE4CF5,0x0D16F142,0x484FA7C9,0x87A45D31,
0xC2FDOBBA, 0x7C17CCA4,0x394E9A2F ,0xF6A560D7,0xB3FC365C,0x6918F2B2,0x2C41A439,
OxE3AASEC1,0xA6F3084A,0x1819CF54,0x5D4099DF,0x92AB6327,0xD7F235AC,0x8B1A881B,
0xCE43DE90,0x01A82468,0x44F172E3,0xFA1BB5FD, 0xBF42E376,0x70A9198E, 0x35F04F05,
0xC81C0685,0x8D45500E, 0x42AEAAF6,0x07F7FC7D,0xB91D3B63,0xFC446DE8,0x33AF9710,
0x76F6C19B,0x2A1E7C2C,0x6F472AA7 ,0xAQOACDOSF,0xE5F586D4,0x5B1F41CA,0x1E461741,
OxD1ADEDB9, 0x94F4BB32,0x9C20FEDD, 0xD979A856,0x169252AE,0x53CB0425,0xED21C33B,
0xA87895B0,0x67936F48,0x22CA39C3,0x7E228474,0x3B7BD2FF,0xF4902807,0xB1C97E8C,
0x0F23B992,0x4A7AEF19,0x859115E1,0xC0OC8436A,0x3D240AEA,0x787D5C61,0xB796A699,
OxF2CFF012,0x4C25370C,0x097C6187,0xC6979B7F ,0x83CECDF4,0xDF267043,0x9A7F26C8,
0x5594DC30,0x10CD8ABB, 0xAE274DA5,0XxEB7E1B2E, 0x2495E1D6,0x61CCB75D,0xBB2873B3,
0xFE712538,0x319ADFCO,0x74C3894B,0xCA294E55,0x8F7018DE, 0x409BE226,0x05C2B4AD,
0x592A091A,0x1C735F91,0xD398A569,0x96C1F3E2,0x282B34FC,0x6D726277 ,0xA299988F,
OxE7COCE®4,0x1A2C8784,0x5F75D10F,0x909E2BF7,0xD5C77D7C,0x6B2DBA62,0x2E74ECE9,
O0xE19F1611,0xA4C6409A,0xF82EFD2D, 0xBD77ABA6,0x729C515E,0x37C507D5,0x892FCOCB,
0xCC769640,0x039D6CB8, 0x46C43A33,0xD2308101,0x9769D78A,0x58822D72,0x1DDB7BF9,
0xA331BCE7,0xE668EA6C,0x29831094,0x6CDA461F,0x3032FBA8,0x756BAD23,0xBA8057DB,
0xFFD90150,0x4133C64E, 0x046A90C5,0xCB816A3D, 0x8ED83CB6,0x73347536,0x366D23BD,
0xF986D945,0xBCDF8FCE, 0x023548D0,0x476C1E5B, 0x8887E4A3,0xCDDEB228,0x91360F9F,
0xD46F5914,0x1B84A3EC, 0x5EDDF567,0xE0373279,0xXA56E64F2,0x6A859E0A, 0x2FDCC881,
0xF5380C6F,0xBO615AE4, 0x7F8AA01C, 0x3AD3F697,0x84393189,0xC1606702,0x0E8BIDFA,
0x4BD2CB71,0x173A76C6,0x5263204D,0x9D88DAB5,0xD8D18C3E,0x663B4B20,0x23621DAB,
0xEC89E753,0xA9DOB1D8,0x543CF858,0x1165AED3,0xDESE542B,0x9BD702A0,0x253DC5BE,
0x60649335,0xAF8F69CD, 0xEAD63F46,0xB63E82F1,0xF367D47A,0x3C8C2E82,0x79D57809,
0xC73FBF17,0x8266E99C, 0x4D8D1364,0x08D445EF} ;
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Lookup TABLE T_0[256] FOR Sub IN NONLINEAR FUNCTION:

T_0[256]={
0xa56363c6,0x847c7cf8,0x997777ee,0x8d7b7bf6,0x0df2f2ff,0xbd6b6bd6,0xb16f6fde,
0®x54c5¢c591,0x50303060,0x03010102,0xa96767ce,0x7d2b2b56,0x19fefee7,0x62d7d7b5,
Oxebabab4d,0x9a7676ec,0x45caca8f,0x9d82821f,0x40c9c989,0x877d7dfa,0x15fafaef,
0xeb5959b2,0xc947478e,0x0bf0f0fb,0xecadad41,0x67d4d4b3,0xfda2a25f,0xeaafaf45s,
0xbf9c9c23,0xf7a4a453,0x967272e4,0x5bcO®cO9b,0xc2b7b775,0x1cfdfdel,0xae93933d,
0x6a26264c,0x5a36366¢c,0x413f3f7e,0x02f7£7£5,0x4fcccc83,0x5¢c343468,0xf4a5a551,
0x34e5e5d1,0x08f1£f1f9,0x937171e2,0x73d8d8ab,0x53313162,0x3f15152a,0x0c040408,
0x52c7c795,0x65232346,0x5ec3c39d,0x28181830,0xa1969637,0x0£f05050a,0xb59a9a2f,
0x0907070e,0x36121224,0x9b80801b,0x3de2e2df,0x26ebebcd,0x6927274e,0xcdb2b27f,
0x9f7575ea,0x1b090912,0x9e83831d,0x742c2c58,0x2elala34,0x2d1b1b36,0xb26e6edc,
®xee5a5ab4,0xfba0®a®5b,0x£f65252a4,0x4d3b3b76,0x61d6d6b7,0xceb3b37d,0x7b292952,
0x3ee3e3dd,0x712f2f5e,0x97848413,0x£55353a6,0x68d1d1b9, 0x00000000,0x2cededcl,
0x60202040,0x1ffcfce3,0xc8b1b179,0xed5b5bb6,0xbe6abad4,®x46cbch8d, 0xd9bebeb7,
0x4b393972,0xde4a4a94,0xd44c4c98,0xe85858b0,0x4acfcf85,0x6bd0dObb,0x2aefefcs5,
OxeS5aaaadf,0x16fbfbed,®xc5434386,0xd74d4d9%a,0x55333366,0x94858511,0xcf45458a,
0x10£9f9e9,0x06020204,0x817f7ffe,0xf05050a0,0x443c3c78,0xba9f9f25,0xe3a8a84b,
0xf35151a2,0xfea3a35d,0xc0404080,0x8a8£f8f05,0xad92923f,0xbc9d9d21,0x48383870,
0x04£5£5f1,0xdfbcbc63,0xclb6b677,0x75dadaaf,0x63212142,0x30101020,0x1affffe5,
0x0ef3f3£fd,0x6dd2d2bf,0x4ccdcd81,0x140c0c18,0x35131326,0x2fececc3,0xel5f5fbe,
0xa2979735,0xcc444488,0x3917172e,0x57c4c493,0xf2a7a755,0x827e7efc,0x473d3d7a,
0®xac6464c8,0xe75d5dba,0x2b191932,0x957373e6,0xa06060c0,0x98818119,0xd14f4f9%e,
0x7fdcdca3,0x66222244,0x7e2a2a54,0xab90903b,0x8388880b,0xca46468c,0x29%eeeec7,
0xd3b8b86b,0x3c141428,0x79dedea?7,0xe25e5ebc,0x1dObOb16,0x76dbdbad,0x3be®eldb,
0x56323264,0x4e3a3a74,0x1e®alald,0xdb494992,0x0a06060c,0x6c242448,0xe45c5chs,
0x5dc2c29f,0x6ed3d3bd,0xefacac43,0xa66262c4,0xa8919139,0xa4959531,0x37e4e4d3,
0x8b7979f2,0x32e7e7d5,0x43c8c88b,0x5937376e,0xb76d6dda,0x8c8d8d01,0x64d5d5b1,
0xd24e4e9c,0xe®a%9a949,0xb46c6cd8,0xfa5656ac,0x07f4f4£f3,0x25eaeact,0xaf6565ca,
0x8e7a7af4,0xe%aeae47,0x18080810,0xd5baba6f,0x887878f0,0x6f25254a,0x722e2e5¢,
0x241c1c38,0xf1a6a657,0xc7b4b473,0x51c6c697,0x23e8e8ch,0x7cddddal,0x9c7474e8,
0x211f1f3e,0xdd4b4b96,0xdcbdbd61,0x868b8b0d,0x858a8a0f,0x907070e0,0x423e3e7c,
0xc4b5b571,0xaa6666cc,0xd8484890,0x05030306,0x01f6f6£f7,0x120e0elc,0xa36161c2,
0x5f35356a,0xf95757ae,0xd0Ob9b969,0x91868617,0x58c1c199,0x271d1d3a,0xb99e9%e27,
0x38eleld9,0x13£f8f8eb,0xb398982b,0x33111122,0xbb6969d2,0x70d9d9a9,0x898e8e07,
0xa7949433,0xb69b9b2d,0x221ele3c,0x92878715,0x20e9e9¢c9,0x49cece8d87,0xf£f5555aa,
0x78282850,0x7adfdfa5,0x8f8c8c03,0xf8alal59,0x80898909,0x170d0d1la,0xdabfbf65,
0x31e6e6d7,0xc6424284,0xb86868d0,0xc3414182,0xb0999929,0x772d2d5a,0x110f0f1e,
0xcbb®b07b,0xfc5454a8,0xd6bbbb6d, 0x3a16162c};

Looxkup TABLE T_1[256] FOR Sub IN NONLINEAR FUNCTION:

T_1[256]={

0x6363c6a5,0x7c7cf884,0x7777ee99,0x7b7b£68d,0xf2f2ff0d, 0x6bb6bd6bd, 0x6£f6fdebl,
0®xc5c59154,0x30306050,0x01010203,0x6767cead,0x2b2b567d,0xfefee719,0xd7d7b562,
Oxabab4de6,0x7676ec9a,0xcaca8f45,0x82821f9d,0xc9c98940,0x7d7dfa87,0xfafaefls,
0x5959b2eb,0x47478ec9,0xf0f0fb0Ob,0xadad41lec,0xd4d4b367,0xa2a25ffd,0xafaf45ea,
0x9c9c23bf,0xa4a453f7,0x7272e496,0xc0cO09b5b,0xb7b775c2,0xfdfdellc,0x93933dae,
0x26264c6a,0x36366c5a,0x3f3f7e41,0xf7£7£502,0xcccc834f,0x3434685c,0xa5a551f4,
0Oxe5e5d134,0xf1£1f908,0x7171e293,0xd8d8ab73,0x31316253,0x15152a3f,0x0404080c,
0xc7c79552,0x23234665,0xc3c39d5e,0x18183028,0x969637a1,0x05050a0f,0x9a9a2fb5,
0x07070e09,0x12122436,0x80801b9%b, 0xe2e2df3d, 0xebebcd26,0x27274e69,0xb2b27fcd,
0x7575ea9f,0x0909121b,0x83831d9%e,0x2c2c5874,0x1ala342e,0x1b1b362d,0x6e6edcb2,
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0x5a5ab4ee,0xa®a®5bfb,0x5252a4f6,0x3b3b764d,0xd6d6b761,0xb3b37dce,0x2929527b,
0xe3e3dd3e,0x2f2f5e71,0x84841397,0x5353a6£5,0xd1d1b968,0x00000000,0xededcl2c,
0x20204060,0xfcfce31f,0xb1b179c8,0x5b5bb6ed, 0x6a6ad4be,0xcbcb8d46,0xbebe67d9,
0x3939724b,0x4a4a94de,0x4c4c98d4,0x5858b0e8,0xcfcf854a,0xd0d0Obbbb, 0xefefc52a,
0Oxaaaadfe5,0xfbfbed16,0x434386¢5,0x4d4d9ad7,0x33336655,0x85851194,0x45458act,
0xf9£9e910,0x02020406,0x7f7ffe81,0x5050a0f0,0x3c3c7844,0x9f9f25ba,0xa8a84be3,
0x5151a2f3,0xa3a35dfe,0x404080c0,0x8£f8f058a,0x92923fad,0x9d9d21bc,0x38387048,
Oxf5£5£104,0xbcbc63df,0xb6b677c1,0xdadaaf75,0x21214263,0x10102030,0xffffe51a,
0xf3f3fd0e,0xd2d2bf6d,0xcdcd814c,0x0cO0c1814,0x13132635,0xececc32f,0x5f5fbeel,
0x979735a2,0x444488cc,0x17172e39,0xc4c49357,0xa7a755f2,0x7e7efc82,0x3d3d7a47,
0x6464c8ac,0x5d5dbae7,0x1919322b,0x7373e695,0x6060c0a0,0x81811998,0x4f4f9%ed1,
®xdcdca37f,0x22224466,0x2a2a547¢e,0x90903bab,0x88880b83,0x46468cca,0xeeeec729,
0xb8b86bd3,0x1414283c,0xdedea779,0x5e5ebce2,0x0b0Ob161d,0xdbdbad76,0xe®e®db3b,
0x32326456,0x3a3a744e,0x0a0aldle,0x494992db,0x06060c0a,0x2424486¢c,0x5c5ch8e4,
0®xc2c29£5d,0xd3d3bd6e,0xacac43ef,0x6262c4a6,0x919139a8,0x959531a4,0xe4e4d337,
0x7979£28b,0xe7e7d532,0xc8c88b43,0x37376e59,0x6d6ddab7,0x8d8d018c,0xd5d5b164,
0x4e4e9cd2,0xa%9a949e0,0x6c6cd8b4,0x5656acfa,0xf4£4£307,0xeaeacf25,0x6565caaf,
0x7a7af48e,0xacae47e9,0x08081018,0xbaba6fd5,0x7878f088,0x25254a6f,0x2e2e5c72,
0x1c1c3824,0xa6a657f1,0xb4b473c7,0xc6c69751,0xe8e8ch23,0xddddal7c,0x7474e89c,
0x1f1f3e21,0x4b4b96dd, 0xbdbd61dc,0x8b8b0d86,0x8a8a0f85,0x7070e090,0x3e3e7c42,
0xb5b571c4,0x6666ccaa,0x484890d8,0x03030605,0xf6f6f701,0x0e0e1cl12,0x6161c2a3,
0x35356a5f,0x5757aef9,0xb9b969d0,0x86861791,0xc1c19958,0x1d1d3a27,0x9e9%e27h9,
0xeleld938,0xf8f8eb13,0x98982bb3,0x11112233,0x6969d2bb,0®xd9d9a970,0x8e8e0789,
0x949433a7,0x9b9b2db6,0x1lele3c22,0x87871592,0xe9e9c920,0xcece8749,0x5555aaff,
0x28285078,0xdfdfa57a,0x8c8c038f,0xalal59f8,0x89890980,0x0d0d1al7,0xbfbf65da,
0xe6e6d731,0x424284c6,0x6868d0b8,0x414182c3,0x999929b0,0x2d2d5a77,0x0f0flell,
0xb0Ob07bcb,0x5454a8fc,0xbbbb6dd6,0x16162c3a};

Looxkup TABLE T_2[256] FOR Sub IN NONLINEAR FUNCTION:

T_2[256]={

0x63c6a563,0x7cf8847c,0x77ee9977,0x7bf68d7b,0xf2ff0df2,0x6bd6bd6b,0x6fdebl6f,
0xc59154c5,0x30605030,0x01020301,0x67cead67,0x2b567d2b,0xfee719fe,0xd7b562d7,
Oxab4debab,0x76ec9a76,0xca8f45ca,0x821£9d82,0xc98940¢c9,0x7dfa877d,0xfaefl5fa,
0x59b2eb59,0x478ec947,0xf0fbObf0,0xad41lecad,®xd4b367d4,0xa25ffda2,0xaf45eaaf,
0x9c23bf9c,0xa453f7a4,0x72e49672,0xc09b5bcOd,0xb775c2b7,0xfdellcfd, 0x933dae93,
0x264c6a26,0x366c5a36,0x3f7e413£f,0x£f7£502£7,0xcc834fcc,0x34685c34,0xa551f4a5,
0Oxe5d134e5,0xf1£f908f1,0x71e29371,0xd8ab73d8,0x31625331,0x152a3f15,0x04080c04,
0xc79552¢7,0x23466523,0xc39d5ec3,0x18302818,0x9637a196,0x050a0f05,0x9%9a2fb59a,
0x070e0907,0x12243612,0x801b9b80,0xe2df3de2,0xebcd26eb,0x274e6927,0xb27fcdb2,
0x75ea9£f75,0x09121b09,0x831d9e83,0x2c58742¢c,0x1a342ela,0x1b362d1b,0x6edcb26e,
0®x5ab4ee5a,0xa®5bfbad,0x52a4£652,0x3b764d3b,0xd6b761d6,0xb37dceb3,0x29527b29,
0Oxe3dd3ee3,0x2f5e712f,0x84139784,0x53a6£553,0xd1b968d1,0x00000000,0xedcl2ced,
0x20406020,0xfce31ffc,0xb179c8bl,0x5bb6ed5b,0x6ad4beba,0xcb8d46¢ch,0xbe67d9be,
0x39724b39,0x4a94deda,0x4c98d44c,0x58b0e858,0xcf854act,0xd0Obbbbd0, 0xefc52aef,
0Oxaa4fe5aa,0xfbed16fb,0x4386c543,0x4d9ad74d,0x33665533,0x85119485,0x458acf45,
0x£9e910£9,0x02040602,0x7ffe817f,0x50a0£050,0x3c78443¢c,0x9f25ba9f,0xa84be3a8,
0x51a2f351,0xa35dfea3,0x4080c040,0x8f058a8f,0x923fad92,0x9d21bc9d,0x38704838,
0xf5£104£5,0xbc63dfbc,0xb677c1b6,0xdaaf75da,0x21426321,0x10203010,0xffe51aff,
0xf3fdOef3,0xd2bf6dd2,0xcd814ccd,0x0c18140c,0x13263513,0xecc32fec,0x5fbeel5f,
0x9735a297,0x4488cc44,0x172e3917,0xc49357c4,0xa755f2a7,0x7efc827e,0x3d7a473d,
0x64c8ac6b4,0x5dbae75d,0x19322b19,0x73e69573,0x60c0a060,0x81199881,0x4f9%ed14f,
Oxdca37fdc,0x22446622,0x2a547e2a,0x903bab90,0x880b8388,0x468ccad6,0xeec729ee,
0xb86bd3b8,0x14283c14,0xdea779de,0x5ebce25e,0x0b161d0b,0xdbad76db,0xe®db3bed,
0x32645632,0x3a744e3a,0x0al41e0a,0x4992db49,0x060c0a06,0x24486¢c24,0x5ch8e45c,
0xc29£f5dc2,0xd3bd6ed3, 0xac43efac,0x62c4a662,0x9139a891,0x9531a495,0xe4d337e4,



20 KDDI #k &4

0x79£28b79,0xe7d532e7,0xc88b43c8,0x376e5937,0x6ddab76d,0x8d018c8d,0xd5b164d5,
0x4e9cd24e,0xa949e0a9,0x6cd8b46¢c,0x56acfa56,0xf4£307f4,0xeacf25ea,0x65caaf65,
0x7af48e7a,0xae47e9ae,0x08101808,0xba6fd5ba,0x78f08878,0x254a6f25,0x2e5¢c722e,
0x1c38241c,0xa657f1a6,0xb473c7b4,0xc69751c6,0xe8ch23e8,0xddal7cdd,0x74e89c74,
0x1f3e211f,0x4b96dd4b,0xbd61dcbd, 0x8b0d868b,0x8a0f858a,0x70e09070,0x3e7c423e,
0xb571c4b5,0x66ccaa66,0x4890d848,0x03060503,0xf6£701f6,0x0el1c120e,0x61c2a361,
0x356a5£35,0x57aef957,0xb969d0b9,0x86179186,0xc19958c1,0x1d3a271d,0x9%9e27b99%e,
0xe1d938el,0xf8eb13£8,0x982bb398,0x11223311,0x69d2bb69,0xd9a970d9,0x8e07898e,
0x9433a794,0x9b2db69b,0x1e3c221e,0x87159287,0xe9c920e9,0xce8749ce, 0x55aaff55,
0x28507828,0xdfa57adf,0x8c038f8c,0xal159f8al,0x89098089,0x0d1al170d,0xbf65dabf,
0xe6d731e6,0x4284c642,0x68d0b868,0x4182c341,0x9929b099,0x2d5a772d,0x0f1el110f,
0xb®7bcbb®,0x54a8fc54,0xbb6dd6bb,0x162c3al6};

Lookupr TABLE T_3[256] FOR Sub IN NONLINEAR FUNCTION:

T_3[256]={
0xc6a56363,0x£8847c7c,0xee997777,0x£68d7b7b,0xf£0df2£2,0xd6bd6b6b,0xdebl6f6f,
0x9154c5c5,0x60503030,0x02030101,0xcead6767,0x567d2b2b,0xe719fefe,0xb562d7d7,
0x4debabab,0xec9a7676,0x8f45caca,0x1£9d8282,0x8940c9c9,0xfa877d7d,0xefl15fafa,
0xb2eb5959,0x8ec94747,0xfbObf0f0,0x41ecadad,®xb367d4d4,0x5ffda2a2,0x45eaafaf,
0x23b£f9c9c,0x53f7a4a4,0xe4967272,0x9b5bcOcO,0x75c2b7b7,0xellcfdfd, 0x3dae9393,
0x4c6a2626,0x6c5a3636,0x7e413£3f,0xf502£7£7,0x834fcccc,0x685c3434,0x51f4a5a5,
0®xd134e5e5,0xf908f1f1,0xe2937171,0xab73d8d8,0x62533131,0x2a3£f1515,0x080c0404,
0x9552¢c7c¢7,0x46652323,0x9d5ec3c3,0x30281818,0x37a19696,0x0a0f0505,0x2fb59a9a,
0x0e090707,0x24361212,0x1b9b8080, 0xdf3de2e2,0xcd26ebeb,0x4e692727,0x7fcdb2b2,
0xea9£7575,0x121b0909,0x1d9e8383,0x58742c2c,0x342elala,0x362d1blb,0xdcb26e6e,
0Oxb4ee5a5a,0x5bfba®ald,0xad4f65252,0x764d3b3b,0xb761d6d6,0x7dceb3b3,0x527b2929,
0xdd3ee3e3,0x5e712f2f,0x13978484,0xa6£55353,0xb968d1d1,0x00000000,0xcl2ceded,
0x40602020,0xe31ffcfc,0x79c8blbl,0xb6ed5b5b,0xd4bebaba,0x8d46cbcb,0x67d9bebe,
0x724b3939,0x94ded4ada,0x98d44c4c,0xb0e85858,0x854acfcf,0xbbobd0d0,0xc52aefef,
0x4fe5aaaa,0xedl16fbfb,0x86c54343,0x9ad74d4d,0x66553333,0x11948585,0x8acf4545,
0xe910£9f9,0x04060202,0xfe817f7f,0xa0f05050,0x78443c3c,0x25ba9f9f,0x4be3a8a8,
0®xa2£35151,0x5dfea3a3,0x80c04040,0x058a8f8f,0x3fad9292,0x21bc9d9d,0x70483838,
0xf104£5£5,0x63dfbcbc,0x77c1b6b6,0xaf75dada,0x42632121,0x20301010,0xe51affff,
0xfdOef3£3,0xbf6dd2d2,0x814ccdcd,0x18140c0c,0x26351313,0xc32fecec,0xbeel5f5f,
0x35a29797,0x88cc4444,0x2e391717,0x9357c4c4,0x55f2a7a7,0xfc827e7e,0x7a473d3d,
0xc8ac6464,0xbae75d5d,0x322b1919,0xe6957373,0xc0a06060,0x19988181,0x9%ed14f4f,
0Oxa37fdcdc,0x44662222,0x547e2a2a,0x3bab9090,0x0b838888,0x8ccad646,0xc729%¢eeee,
0x6bd3b8b8,0x283c1414,0xa779dede,0xbce25e5e,0x161d0b0Ob,0xad76dbdb,0xdb3belel,
0x64563232,0x744e3a3a,0x141e0ala,0x92db4949,0x0c0a0606,0x486c2424,0xb8e45c5c,
0x9f5dc2c2,0xbd6ed3d3,0x43efacac,0xc4a66262,0x39a89191,0x31a49595,0xd337e4e4,
0x£28b7979,0xd532e7e7,0x8b43c8c8,0x6e593737,0xdab76d6d,0x018c8d8d,0xb164d5d5,
0x9cd24e4de,0x49e0a9a9,0xd8b46c6c,0xacfa5656,0x£307f4f4,0xcf25eaea,0xcaaf6565,
0xf48e7a7a,0x47e9%9aeae,0x10180808,0x6fd5baba,0xf0887878,0x4a6£2525,0x5¢c722¢e2e,
0x38241clc,0x57f1la6a6,0x73c7b4db4,0x9751c6c6,0xch23e8e8,0xal7cdddd, 0xe89c7474,
0x3e211£f1f,0x96dd4b4b,0x61dcbdbd, 0x0d868b8b,0x0f858a8a,0xe0907070,0x7c423e3e,
0x71c4b5b5,0xccaa6666,0x90d84848,0x06050303,0x£701f6f6,0x1c120e0e,0xc2a36161,
®x6a5£3535,0xaef95757,0x69d0b9b9,0x17918686,0x9958c1cl,0x3a271d1d,0x27b99%e%e,
0xd938elel,0xeb13£8£f8,0x2bb39898,0x22331111,0xd2bb6969,0xa970d9d9,0x07898e8e,
0x33a79494,0x2db69b9b,0x3c221ele,0x15928787,0xc920e9e9,0x8749cece,0xaaff5555,
0x50782828,0xa57adfdf,0x038f8c8c,0x59f8alal,®x09808989,0x1a170d0d,0x65dabfbf,
0xd731e6e6,0x84c64242,0xd0b86868,0x82c34141,0x29b09999,0x5a772d2d,0x1e110f0f,
0x7bcbb0Ob0,0xa8fc5454,0x6dd6bbbb,0x2c3al1616};
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